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0. Quote 
 

“All that matters is staying alive. You get off the grid, survive.” 
(Jason Bourne played by Matt Damon| “Jason Bourne” movie – 2016) 
 

1. Introduction 
 

Welcome to the eighth article of Malware Analysis Series (MAS), where we will continue reviewing 

concepts, techniques and practical steps that are used for analyzing binaries from different operating 

systems such as Windows, macOS/iOS, and Linux.  

As it is well-known, Windows malware threats continue presenting high numbers, but there is a significant 

increase in the number of infections on Linux, Android and iOS/macOS. Therefore, it is also important to 

discuss how to analyze and understand such threats and we will start a really brief and fast investigation 

and analysis on  iOS/macOS malware. 

If readers have not read past articles yet all of them are available on the following links: 

▪ ERS_02: https://exploitreversing.com/2024/01/03/exploiting-reversing-er-series-article-02/  

▪ ERS_01 : https://exploitreversing.com/2023/04/11/exploiting-reversing-er-series/  

▪ MAS_7: https://exploitreversing.com/2023/01/05/malware-analysis-series-mas-article-7/  

▪ MAS_6: https://exploitreversing.com/2022/11/24/malware-analysis-series-mas-article-6/ 

▪ MAS_5: https://exploitreversing.com/2022/09/14/malware-analysis-series-mas-article-5/ 

▪ MAS_4: https://exploitreversing.com/2022/05/12/malware-analysis-series-mas-article-4/  

▪ MAS_3: https://exploitreversing.com/2022/05/05/malware-analysis-series-mas-article-3/  

▪ MAS_2: https://exploitreversing.com/2022/02/03/malware-analysis-series-mas-article-2/  

▪ MAS_1: https://exploitreversing.com/2021/12/03/malware-analysis-series-mas-article-1/  

 

No doubt, this is the simplest article I have already written in this series (by far), and it is a really 

introductory article about malware analysis on macOS/iOS. Actually, I am planning to write one or two 

additional articles and finish this series.  My current and long-term series is Exploiting Reversing series 

(ERs), and  where I will also be authoring articles about macOS/iOS under an angle of internals and 

vulnerability research in the near future. For this reason, if readers have interest in learning a bit more 

https://exploitreversing.com/2024/01/03/exploiting-reversing-er-series-article-02/
https://exploitreversing.com/2023/04/11/exploiting-reversing-er-series/
https://exploitreversing.com/2023/01/05/malware-analysis-series-mas-article-7/
https://exploitreversing.com/2022/11/24/malware-analysis-series-mas-article-6/
https://exploitreversing.com/2022/09/14/malware-analysis-series-mas-article-5/
https://exploitreversing.com/2022/05/12/malware-analysis-series-mas-article-4/
https://exploitreversing.com/2022/05/05/malware-analysis-series-mas-article-3/
https://exploitreversing.com/2022/02/03/malware-analysis-series-mas-article-2/
https://exploitreversing.com/2021/12/03/malware-analysis-series-mas-article-1/
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about the subject you should follow ERs for deeper and detailed articles about macOS/iOS as well as 

subjects such as kernel drivers, hypervisors, Windows, Linux, and other topics.   

2. Acknowledgments 
 

I want to express my gratitude to Ilfak Guilfanov (@ilfak) and Hex-Rays SA (@HexRaysSA) for continuous 

and decisive support for writing this Malware Analysis Series (MAS), which is focused on malware analysis, 

and the Exploiting Reversing series (ERs), which is my current and long-term series about internals, 

vulnerability research and eventually exploitation  on critical topics such as Windows, kernel drivers, 

macOS, browser and hypervisors. 

No doubt, I rarely have had spare time for writing, but many readers already know me, I do not like any 

kind of self-promotion, and the only purpose is to help other professionals.  

Life is short, but each moment is worth. Enjoy the journey! 

3. Lab Setup 

 

In this this article we will be using the following lab configuration: 

▪ Virtual machine running macOS Sonoma with Xcode installed. 

▪ (optional) Virtual machine running Ubuntu 22.04.x LTS: https://ubuntu.com/download/desktop  

▪ IDA Pro or IDA Home 8.4 version (@HexRaysSA) with its respective decompiler: https://hex-

rays.com/ida-pro/ 

▪ Malwoverview: https://github.com/alexandreborges/malwoverview 

▪ Radare2: https://github.com/radareorg/radare2  

▪ (optional) MacBook Air with M2 processor running macOS Sonoma with Xcode installed. 

 

4. Concepts 

  

Regardless of statistics that readers can retrieve on the Internet, certainly there are not too many malware 

threats for iOS/macOS as there are for Windows, Linux, and Android (not even close). There are always 

certain details that vary from an operating system to another one, and such information potentially might 

change the way that we start and even proceed with a binary analysis.  

Reverse engineering on macOS or iOS threats requires an introduction of a series of new concepts and 

skills that help us to understand what we are seeing and looking for. At the end of the day, having specific 

goals and reasons to analyze a macOS/iOS binary helps to decide what is more important at that moment.  

For example, we might be interested in learning something about file format used by binaries in these 

environments, but we might be not interested in learning how to intercept communication using a 

composition of Frida, Objection and Burp Suite. Of course, it is always a remarkably interesting task to 

accomplish, which we could acquire different and attractive information about involved protocols and 

communication itself, but it will not be the one of tasks of this specific article.  

https://ubuntu.com/download/desktop
https://hex-rays.com/ida-pro/
https://hex-rays.com/ida-pro/
https://github.com/alexandreborges/malwoverview
https://github.com/radareorg/radare2
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This text to be aimed at macOS (and also valid to iOS) binary is only a very starting point about the topic, 

which would deserve a deeper article, but I do not also want to repeat the same approach previous articles 

that were excessively long. The main goal is to introduce the subject to provide readers with the minimum 

foundation to continue your own reading about the topic afterwards.  

MacOS binaries are usually compiled in Mach-O format, which would also demand a detailed explanation 

about its internal details, but for now a compact list of facts will be enough.  

While working on a macOS/iOS, readers will find different Mach-O files such as executable, dynamic 

libraries (with .dylib extension), plugins and other different purposes that are not related to our text here. 

Anyway, the internal organization of Mach-O type is not complex and, a summary can be presented as 

shown below: 

▪ The Mach-O format is composed of a header, loaded commands (ex: L _SEGMENT_64), and a 

series of segments, which each segment (ex: __TEXT and __DATA) has one or more sections 

containing instructions (ex: __text) or data (ex: __data). Additionally, segments and sections have 

specific memory protections.  

 

▪ Mach-O binaries hold information (instructions and data) for only an architecture, but a fat binary 

(with a fat_header | check: xnu-xnu-8792.81.2\EXTERNAL_HEADERS\mach-o\fat.h) can contain 

Mach-O binaries for one or more architecture (for example, arm64 and x86_64). 

 

▪ While analyzing any Mach-O binary, readers will find sections like  __text (executable code), 

__cstring (constant C strings), __const (initialized constants), __data (C strings and data arrays), 

__bbs (uninitialized static variables) and other ones. At the end of the day, there is a similarity with 

the Windows and Linux world, and even though names are different and a different number of new 

additional sections.  

There is much more information that readers can read from excellent articles on the Internet, and a couple 

of them are listed below: 

▪ https://developer.apple.com/library/archive/documentation/Performance/Conceptual/CodeFootpr

int/Articles/MachOOverview.html 

▪ https://github.com/aidansteele/osx-abi-macho-file-format-reference  

Here it is necessary to leave a note for readers. The XNU (a hybrid kernel that blends Mach kernel and 

FreeBSD) version has been changing constantly, and a periodic check by changes can bring good surprises. 

One good recommendation here is to read the source code regularly.   

To get the updated version, you should check https://github.com/apple-oss-distributions/xnu, which offers 

the updated version and mainly https://opensource.apple.com/releases/ that provides you with a 

direction to the source code of different components of the macOS (and a few ones from iOS).  If readers 

even want to compile XNU, there are several available procedures and articles on the Internet that make 

this task easier than you could believe.   

As I mentioned above, one of best every day practice is to read about format’s details directly from the 

source code, which is most of the time well-commented and where we can find valuable information as, 

for example, xnu-xnu-8792.81.2\EXTERNAL_HEADERS\mach-o\fat.h and loader.h:  

https://developer.apple.com/library/archive/documentation/Performance/Conceptual/CodeFootprint/Articles/MachOOverview.html
https://developer.apple.com/library/archive/documentation/Performance/Conceptual/CodeFootprint/Articles/MachOOverview.html
https://github.com/aidansteele/osx-abi-macho-file-format-reference
https://github.com/apple-oss-distributions/xnu
https://opensource.apple.com/releases/
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[Figure 1]: fat.h file, which defines the fat header composition. 

 

[Figure 2]: loader.h file, which defines the Mach-O format structure. 

Apple usually delivers a binary containing two or more architectures (fat binaries) and as expected, there 

are multiple ways to extract the binary with the desired architecture, and the usual and common way is by 

using  lipo command. Readers that want to interact with the binary can use the otool command (from 

macOS). For example, to list fat header execute:  
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[Figure 3]: otool: listing fat headers 

This first otool command, using the -f option, does not produce an output whose content is not easy to 

interpret, but the lipo command can provide us with a better information: 

 

[Figure 4]: lipo: further information about fat header 

We can check from both commands above that the fat binary contains x86_64 and arm64e architectures, 

and the meaning of cpu_type and cpu_subtype fields can be found within osfmk\mach\machine.h header 

file from the XNU source.  

Even malicious threats that are also commonly delivered contain more than one architecture and you will 

be interested in analyzing these binaries from different architectures separated for most situations.   

We can extract both binaries from the provided fat binary by using lipo command, and readers can find a 

good online help explaining different details and even usage of such command on 

https://ss64.com/mac/lipo.html. Therefore, to extract binaries of different architecture, execute:  

https://ss64.com/mac/lipo.html
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[Figure 5]: lipo: extracting binaries from a fat binary 

Using the otool command, we can list all segments, sections and respective addresses and sizes, as shown 

in the following output. However, as the command might be long, a recommendation is to use grep 

command and extract information we are interested in analyzing right now:  

 

[Figure 6]: otool: listing segments, sections, and other information. 

A brief list of segments that were not mentioned previously have appeared: 
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▪ __PAGEZERO: this segment helps to catch NULL pointer references and accomplishes such a task 

by reserving a section of memory at beginning of the virtual memory. 

 

▪ __DATA_CONST:  this segment holds crucial elements such as GOT (Global Offset Table), 

initializers, vtables constant pointers, and all of them are used by the dynamic linker (dyld).  

 

▪ __LINKEDIT: this segment contains information like symbol table, table of functions containing their 

respective start addresses, code signature, string table, relocation table entries, export information, 

and other information eventually used by the dynamic linker.  

Once again, readers can check XNU (X is Not Unix) kernel source code and further information on: 

▪ https://github.com/apple-oss-distributions/xnu 

▪ https://opensource.apple.com/source/xnu/  

▪ https://ipsw.me/ (iOS/macOS kernel cache) 

As a side note, the kernelcache is composed of the kernel and respective kernel extensions, but current 

versions of kernelcache have their symbols completely stripped off most of the time. However, there are a 

series of tools that can be used to extract useful kernel symbols and kext data information from it. Actually, 

there is a lot of information related to this topic, which will be covered in another article from ER series.   

Mach-O format has an endless series of flags, which starts with MH_ prefix, and readers can check for 

them in the same loader.h file if you are interested in learning more. A piece of advice is that readers do 

not waste too much time on internals details (code) right now. 

In the Mach-O structure (header, load commands and finally data), “load commands” is the most relevant 

information and, eventually, learning the number of load commands might be useful too (otool -h 

<binary>).The Mach-O’s load commands provide us with debugging information, initial memory layout of 

the binary, codesigning information, imported library, symbol table location, entry point and so on. A 

concise list of such load commands follows:  

▪ LC_SEGMENT_64: it is used to define a segment.  

▪ LC_DYLD_CHAINED_FIXUPS: it is used to store information for rebasing, binding / lazy binding, etc. 

▪ LC_DYLD_INFO_ONLY: as the name suggests, it is used by the dyld (dynamic linker).  

▪ LC_LOAD_DYLIB: it is used to define a dynamic library’s name that will be loaded.  

▪ LC_SYMTAB: it describes the location address (and respective size) storing all symbols of the Mach-

O binary. In other words, it specifies the symbol time of the binary, and such symbol table will be 

used by linkers.  

▪ LC_DYSYMTAB: it supplements the symbol table information provided by LC_SYMTAB and used by 

the linker.  

▪ LC_LOAD_DYLINKER: it provides kernel with the linker to be used to load the binary file.  

▪ LC_CODE_SIGNATURE: as expected, it points to the code signature.  

▪ LC_DATA_IN_CODE: it is a reference to data code.  

▪ LC_MAIN: it indicates the binary’s entry point.  

▪ LC_SOURCE_VERSION: it indicates the version of the source code.  

▪ LC_FUNCTION_STARTS: it provides a table containing all functions of the code.  

https://github.com/apple-oss-distributions/xnu
https://opensource.apple.com/source/xnu/
https://ipsw.me/
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We can check the number of load commands and the respective ones by executing the following 

command:  

 

[Figure 7]: Examining the number of load commands and their respective names. 

There are different load commands, and readers might not understand why the number of load commands 

and even the size of binary that is contained in the header section are important at this moment, but there 

are real cases like an instrumentation procedure when a new library (for example, from Frida) must be 

inserted into the Mach-O binary and it is necessary to add a new load command into the load command 

section, and such action will be altering the number of the load commands and the binary’s size, 

consequently. There are a series of good projects on GitHub that automatically execute these steps. 

 

The dynamic linker (dyld), which is responsible for resolving run-time and even load-time dependencies, 

can provide us with rich information about segments, sections, dynamic libraries (dependents) and even 

the minimal macOS version supported by the binary.  

 

To iOS and macOS, shared libraries are not really loaded by demand because it hurts the performance, and 

a dyld_shared_cache, which is in different directories on macOS and iOS (/System/Library/dyld and 

/System/Library/Caches/com.apple.dyld, respectively) is used. As a side note, the kernel randomizes 

dyld_shared_cache, as might be already expected due to Apple security concerns.   

 

Dynamic linker (dyld) loads the dyld_shared_cache, and it is composed of three parts: header, mapping 

data and meta data. The dyld_shared_cache header has suffered changes over the iOS versions, but its 

purpose is the same, but mapping_info was changed since iOS version 14 a few years ago. To show dyld 

information of the binary (in this case we took the fat format), execute:  
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[Figure 8]: Retrieving binary information related to the dynamic library. 

The command shown above is important because it brings us: 

▪ information about the platform (macOS). 

▪ the minimal version and a list of segments. 

▪ respective sections within each segment.  

Furthermore, there is a list of dynamic libraries that represents dependencies of the binary. Finally, we see 

valuable information of both binaries that is held by the fat binary. There is another easier way to list 

dynamic libraries that are loaded by the binary:  

 

[Figure 9]: Listing dynamic libraries loaded by the binary. 
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The dyld_info command shows which platform this binary run, and we should remember that if you 

download a binary from the Internet you will need to make this check to confirm whether the suspect 

binary runs on iOS or macOS. Another way to get the same information is running the  command:  

 

[Figure 10]: Checking the binary’s platform. 

Once again, this section has quite a limited introduction to the subject, only extremely basic stuff has been 

presented, and there is much more information about it, but this briefing should be enough for now. Along 

the article I am going to introduce new concepts and tools according to the context. 

5. Retrieving malware samples 

 

Our next step is getting real samples, which are available on diverse sources like Malware Bazaar, Triage 

and Virus Total, even though this functionality makes up part of a paid subscription. Therefore, trying 

Malware Bazaar, we have (on time: newer versions of Malwoverview do not have .py extension):  

 

 

[Figure 11]: Searching for MacOS/iOS malware samples on Malware Bazaar 
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We can make the output simpler by using grep command, as shown below:  

 

 

[Figure 12]: Hashes of MacOS/iOS malware samples from Malware Bazaar 

Optionally, we might use other searching criteria: 

 

▪ malwoverview. -b 2 -B macOS -o 0 | grep 'sha256_hash\|file_type' 

▪ malwoverview -b 2 -B macho -o 0 | grep sha256_hash 

▪ malwoverview -b 2 -B iOS -o 0 | grep sha256_hash malwoverview.py -b 2 -B macho -o 0 | grep 

sha256_hash 

▪ malwoverview -b 2 -B ipa -o 0 | grep sha256_hash 

 

Regardless of arguments that we might use here, to download the sample execute: 

 

▪ malwoverview -b 5 -B <hash> -o 0 
 

Remember that the option -o 0 is used to terminals with white background. If you are using dark 

background, the recommendation is not using this option. Actually, this is a feature that was added to help 

professionals who have distinct color preferences.  

 

Our next step is to decide whether we want to analyze macOS or iOS threats, which can run on x64 or 

ARM64 platform, and choose one of available and distinct kinds packaging to manage. In case of readers 

already have a set of gathered samples so you can check them by executing the following command: 
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[Figure 13]: Checking macOS binaries. 

After picking up a sample, we are going to collect correlated information about it and start the analysis, 

and it is suitable to remember that this sample does not have any special characteristic.  

 

6a. Gathering basic static information: first sample 

 

To this section I am going to pick up an ARM64 sample to manage with a different architecture from 

previous articles, and also to bring ARM64 Assembly instructions later.  

 

At this point, readers will have a first point of choice by executing the file <binary> command, and  you 

might find three distinct types of architectures: fat binaries (containing two or more architectures), arm64 

and arm64e.  

 

This last architecture (arm64e) implements and supports ARMv83 and has been introduced by Apple with 

the release of Apple A12 processor (https://en.wikipedia.org/wiki/Apple_A12), when a security feature 

named pointer authentication code (PAC) was introduced. PAC is a security feature used to detect and 

protect programs against any change against a  given pointer in memory due to the fact that such a pointer 

might be involved and compromised by well-known attacks and techniques such as ROP (Return Oriented 

https://en.wikipedia.org/wiki/Apple_A12
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Programming) and JOP (Jump Oriented Programming), which are used when adversaries try to hijack the 

control flow by using a combination of function pointers and return addresses.   

 

PAC takes unused high-order bits of a pointer before storing anything to it and creates a cryptographic 

signature that will be checked later when the pointer is read again, and whether the signature has changed 

then it means that the referred pointer has been compromised, causing the execution to be aborted. You  

can recognize PAC presence in kernel code, for example, due to Assembly instructions such as pacda, 

xpacd, blraa, authda, ldraa, and so on. 

  

As the first binary example, I chose a usual ARM64 sample, but it was not my concern to picking up a new 

and never seen sample or anything really hard because the purpose is to use any related and malicious 

binary as vector to introduce to build necessary information  of the subject, which might be useful for 

getting a better understanding about the subject. The first example, according to Virus Total, seems to be a 

trojan and, at the time I am drafting this article, is detected as malicious by over forty anti-virus engines, as 

shown below (sha265: fe99db3268e058e1204aff679e0726dc77fd45d06757a5fda9eafc6a28cfb8df):  

 

 

[Figure 14]: Report retrieved from Virus Total 

Checking the binary’s architecture, we have:  

 

 

[Figure 15]: Checking architectures. 
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As we have a fat binary, so need to extract the chosen architecture (ARM64) and do the same checking 

that I showed previously: 

 

 

[Figure 16]: Basic triage of the binary 

Based on the previous sections, there is nothing new in this sequence of commands.  

 

Nonetheless, I would like to extract further information from this binary to bring supplemental context to 

our analysis. Therefore, it is suitable to check possible dynamically loaded libraries and strings:  



https://exploitreversing.com 

 

15 | P a g e  
 

 

[Figure 17]: Dynamically loaded libraries and strings 

Certainly, we can do a compact list of observations and questions:  

 

▪ Is the loading of the libcurl library a direct indication of downloading a payload from Internet? 

▪ What would be the long string at the beginning? 

▪ What could be downloaded from the Google Driver’s URL? 

▪ There is a User-Agent request header in the binary.  

▪ In the hexdump output, I just highlighted the Mach-O header (fat binary). 

   

There is other potential evidence, but we can leave to analyze it later.  



https://exploitreversing.com 

 

16 | P a g e  
 

6b. Gathering basic static information: second sample 

 

The second example (an IPA container, which is a zip container) is a trojan for iOS, and the respective hash 

is:  SHA 256: 712e780afe2f0c4ccd0aa110d57c300d669bff4b5912ef9316b644a4ddbb6183 

 

You can download it from Malware Bazaar (malwoverview.py -b 5 -B 

712e780afe2f0c4ccd0aa110d57c300d669bff4b5912ef9316b644a4ddbb6183) and check it against Virus 

Total and Malware Bazaar, as shown below:  

 

 

[Figure 18]: Checking the second sample on Malware Bazaar and Virus Total 

To proceed, we should execute the following steps: 

 

▪ 7zz e 712e780afe2f0c4ccd0aa110d57c300d669bff4b5912ef9316b644a4ddbb6183.zip -pinfected 

▪ mkdir malware_2 

▪ mv 712e780afe2f0c4ccd0aa110d57c300d669bff4b5912ef9316b644a4ddbb6183.zip 

malware_2.zip 

▪ mv malware_2.zip malware_2 

▪ 7zz x malware_2.zip 
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The result of the uncompressing procedure of the Bundle was a folder named Payload, which has the 

following structure (I have used tree command, which can be installed by executing brew install tree):  

 

 

[Figure 19]: Malware sample two directory and file structure 

A brief explanation about the files listed above follows: 

 

▪ Info.plist: this file contains the application configuration.  

▪ Files with .nib extension: they describe visual elements and are associated with creation and 

manipulation of graphical user interface. Additionally, such .nib files are created by Xcode and are 

involved with windows layout, view, controls, and their respective integration with event handling 

code.  

▪ Frameworks: this directory holds information about potential frameworks used by the application.  

▪ PkgInfo: it contains an application/package identifier. 

▪ embedded.mobileprovision: it is a provisioning profile, which is used for iOS applications, but not 

required to run third-party macOS applications. The role of this type of file is to allow developers 

code to  sign arbitrary code using public/private pair of cryptographic keys, and without any 

interaction with Apple. If Apple signs the public key, there is a chain of trust, and the code is 

reliable. There are two distinct types of profiles, one of them is the Developer profile, whose 

applications signed by it can be run on a limited list of devices (up to a hundred devices). The other 

profile type is the Enterprise profile that allows application to run in any device 

(ProvisionsAllDevices property set to true). The application is installed together with the 

provisioning profile, which ties a series of properties and aspects up that are related to the 

application. In general, the provisioning profile contains:  
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▪ A property named DeveloperCertificates holds the certificate of the developer who signed 

the code and, as such one, should be authorized to sign the code.  

▪ Name property, which holds the application’s name, and it associated with the AppIDName 

property.  

▪ AppIDName property that is associated with the bundle ID. Both are part of an entitlement.  

▪ Entitlements properties, which established the maximum set of entitlements that the 

developer (and application, of course) can claim or request. Such entitlements are in the 

allowable list of the profile, and they are different from entitlements requested by the 

application. In other words, entitlements requested by applications must be in the profile’s 

allowlist, but the opposite is not valid. An application can request a brief list of entitlements 

without them being authorized by the provisioning profile. 

▪ A list of devices (ProvisionedDevices property, which contains UUIDs) specifying where the 

application can be run. If the application can run on any device, we will see the present of 

the PrivisionAllDevices property.  

▪ ExpirationDate property, which limits how long the profile remains valid.  

▪ CodeResources: it contains a list of hashes used for digital signature.  

▪ photographDemo: it is the real binary, which has Mach-O universal format (fat binary) containing 

two architectures: arm_v7 and arm64.  

▪ Assets.car: this archiving file, created by Xcode, holds the assets catalog, which contains resources, 

and a series of attributes associated.  

There is a concise list of pending points about our briefing. For example, the attributes associated with 

resources in the Assets.car file can be visualized by executing the following command:  

 

[Figure 20]: Attributes associated with resources within Assets.car file. 
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The PkgInfo and photographDemo files have the following information associated: 

 

 

[Figure 21]: Attributes associated with resources within Assets.car file. 

The content of Info.plist file, which is in XML format, has the following content as shown below:   

 

 

[Figure 22]: Info.plist file. 

We can unpack the provisioning profile and check associated properties by executing:  

 

 

[Figure 23]: Unpacking the provisioning profile. 
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There is a certificate (DeveloperCertificates property), in DER format, within the unpacked provisioning 

profile, and that can be extracted by executing: 

 

 
[Figure 24]: Extracted certificate. 

 

To provide a better interpretation of the certificate, execute:  

 

 

[Figure 25]: 

Interpreted certificate 
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Check the App ID and respective Bundle ID associated with the package:  

 

 
[Figure 26]: App ID and Bundle ID. 

 

The App ID is 4X83K5VMA2 and the Bundle ID is oa.zybank.mobileoa.  

 

We can also extract Entitlements (a kind of allowlist – as a limit), from the provisioning profile, which 

permits the application eventually to claim and use certain entitlements (it does not mean that application 

is actually claiming for these entitlements).  It is necessary to highlight that an application can claim certain 

entitlements that are not in this allowlist, and that this list works as an extension of entitlements that 

might be claimed by the application. Thus, to extract such entitlements from the Entitlements property, 

execute:   

 

  
[Figure 27]: Entitlements from the Entitlements property 

 

So far, we have analyzed the provisioning profile, and the iOS system store it in the 

/Library/MobileDevice/ProvisioningProfiles directory. It is time to return our analysis to the binary itself.  

 

I will repeat the same commands that we have executed previously to offer completeness to readers, but 

this time adding one small further information:  
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[Figure 28]: Checking for supported architectures and extracting one of them.  

 

  
[Figure 29]: Listing load commands  
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This binary presents the LC_CODE_SIGNATURE, which points to the code signature. Digital signature 

provides information about the authenticity of the code and author of the program. Therefore, we should 

verify the binary’s signature as shown below:  

 

 
[Figure 30]: Code signature  

 

I have provided a brief list of highlighted points, and they do not need further explanation.  At the same 

way, checking strings within the binary shows us obvious artifacts:  

 

 
[Figure 31]: A few strings within the binary.   

 

The list of strings is much larger than it, but it is enough for now.  Readers might extract Objective-C 

runtime information stored within Mach-O binaries such as classes, protocols, structures and so on.   

 

Additionally, this information provides us with a promising idea about the application can or not do. As 

expected, there are good public tools available to perform this task and maybe one of the best known is 

class-dump tool. To install it, execute the following commands:  
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▪ cd; curl http://stevenygard.com/download/class-dump-3.5.dmg --output class-dump-3.5.dmg 

▪ cp class-dump-3.5.dmg Downloads 

▪ cd Downloads 

▪ hdiutil attach class-dump-3.5.dmg 

▪ cd /Volumes/class-dump-3.5 

▪ cp class-dump /usr/local/bin (or anything else, but you should remember to append this directory 

to the PATH variable) 

▪ hdiutil detach /Volumes/class-dump-3.5 

 

If we check the offered help, there are a few options that could be interesting to use: 

 

▪ --arch <arch>: choose a specific architecture from a universal binary such as x86_64 and arm64. 

▪ -C <regex>: display classes matching a provided regular expression.  

▪ -f <str>: find a string in method name. 

▪ -s: sort classes and categories by name.  

▪ -S: sort methods by name 

 

As you might already know, there is list of different interfaces and keywords in Objective-C whose brief 

explanation could be useful for a throughout analysis:  

 

▪ Class interfaces: it declares its methods and properties accessible to the class. The interface 

declaration is identified by @interface keyword. Additionally, the parent class being inherited is 

specified using “: Parent Class”. Thus, the syntax is like @interface Class : Parent Class. Example: 

@interface AFCachedImage : NSObject. 

 

▪ Protocol Interface: it includes methods that an object must implement to become part of such a 

protocol. The protocol declaration is identified by @protocol keyword. Example: @protocol 

AFImageRequestCache <AFImageCache>. Therefore, the AFImageRequestCache class must 

implement specified methods (not shown) from AFImageCache protocol.  

 

▪ Category Interface: it adds methods and properties to a class without having to subclass it. This 

interface is also declared using @interface keyword, but the class being extended will be shown 

between parentheses at the end. Example: @interface NSString (MJExtension).  

 

▪ Formal Protocol Interface: it allows us to declare properties, required methods and optional 

methods. The @protocol keyword is used along @required and/or @optional keywords.  

 

▪ @property: this keyword is used to declare a property. Example: @property(readonly, copy) 

NSString *description.  

 

▪ @implementation: as expected, it represents the starting point of the class implementation.  

 

Even with such summarized definitions, eventually you will have a better overview of the content being 

presented by programs like class-dump and will also help to make simple filters.  

http://stevenygard.com/download/class-dump-3.5.dmg%20--output%20class-dump-3.5.dmg
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[Figure 32]: Sample list of interface and protocol declarations  

 

 
[Figure 33]: Sample list (continued) 

 

So far, we have examined a brief list of important artifacts and there are other ones that we have to check 

too:  verify the Info.plist file, the code signature validity (again), notarization and claimed entitlements by 

the application. We can check all these points by executing direct commands as shown in the next page:  
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[Figure 35]: Checking the validity of the signature. 

 

I have already highlighted interesting points from both outputs, but a few observations follow: 

 

▪ The BuildMachineOSBuild key reports “19H2”, which is macOS Catalina 10.15.7. 

▪ The CFBundleIdentifier (“com.baojia.tongyong”) might be useful for threat hunting.  

▪ DTPlatformVersion (value: “14.3”) indicates the target version of platform SDK.  

  

[Figures 34]: Info.pfile 
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▪ The notarization process (spctl command) rejected the package, as would be expected, and such a 

package would be easily caught by Gatekeeper.   

Checking for entitlements and, in special, anything related to sandbox entitlement (string 

“com.apple.security.app-sandbox”), we have the following:  

 
[Figures 36]: Listing entitlements. 

The claimed entitlements are the same ones of the limits imposed by the provisioning profile previously. 

Additionally, there is not any sandbox configuration listed in its entitlements.  

Apple recommends not to use com.apple.security.get-task-allow entitlement because it facilitates 

debugging of the application on a system that uses SIP (Security Integrity Protection) by circumventing a 

concise list of security checks, and in this case, it was set up to false, as expected.  
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There is an extensive list of supplementary commands, and readers could use them to extract  other 

valuable information. As an example, it would be quite straightforward to do a quick view of disassembled 

instructions by executing: 

 

 
[Figures 37]: Disassembling first instructions 

 

While it could be used in composition with grep command (for example), to get the full picture would be 

better to use tools like IDA Pro, Hopper, Ghidra or Binary Ninja. If we pay attention to instructions above, 

we will notice that they make part of ARM Assembly, and a quick refresh will be presented in the next 

section. We can also retrieve a list of symbols from the symbol table of this binary by running: 

 

 
 

[Figures 38]: Retrieving symbols from the binary 
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Following the same ideas, we could use jtool2 (install it running brew install --cask jtool2), which offers an 

extensive list of options, and in many cases detailed information, to check the same facts that we have 

verified so far. For example, to examine the signature information of the last proposed binary, run:  

 

 
[Figures 39]: Retrieving signature using jtool2 

 

As mentioned, jtool2 brings crucial information about the binary’s signature. If readers want to retrieve 

commands from header, run:  

 

 
[Figures 40]: Retrieving commands from header 
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Likely the idea is clear, and it would be interesting to check the help to get the complete list of available 

options. As a suggestion, try options -S (symbols), -L (libraries) and -D (binary de-compilation).  

Other tools such as ldid (brew install ldid) also has a series of interesting options, and one of them is to list 

entitlements:  

 

 
[Figures 41]: Retrieving entitlements (truncated output) 

 

Certainly, I do not need to continue executing commands here, and you have already understood the idea 

that there are tons of information that can be retrieved from these malicious binaries. Anyway, I always 

recommend collecting the maximum amount of information before analyzing any binary. 

 

We have gathered a list of artifacts and also a basic comprehension of presented information. Once again, 

the macOS/iOS world is much bigger and more complex than it, but I really had to start the approach from 

somewhere and use real world artifacts (in this case, a few malware samples) to provide you with a  realist 

context. 

 

It is time to move to the next section.   
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7. Quick review of ARM64 assembly 

 

Malware threats for iOS and MacBook M1/M2 present their disassembled code in ARM Assembly. This is 

an extensive topic, and my recommendation is to download the Arm Architecture Reference Manual, 

which is available on https://developer.arm.com/documentation/ddi0487/latest/. It is an exceptionally 

large document (14.777 pages – at the time I am drafting this article), but certainly there is not a better 

source to really learn ARM.  

 

Learning ARM assembly takes time and, as readers could expect, there are too many details. Nonetheless, I 

am listing a reduced list of observations focused on ARM 64 that eventually might be useful while reading 

assembly code. In our daily work, most of time we will be analyzing pseudo-code (decompiled code) 

produced by IDA Pro, but sometimes adversaries use anti-disassembly techniques that prevent code from 

being correctly decompiled. In worse situations, entire routines and pieces of code might be lacking in the 

pseudo-code. Anyway, I hope that this quick notes below help you until you get a better comprehension of 

the topic by reading the ARM manual: 

 

▪ ARM architecture has diverse types of profile: A (Application Profile), R (Real-Time Profile) and M 

(Microcontroller Profile). In this text we are focused on the Application Profile (Armv8-A and 

Armv9-A). Readers can read more about profiles in the previously mentioned manual (on page 39 

at the time of drafting this article). 

  

▪ There are four exception levels (like privilege levels), with Trusted zone separation (Non-Secure and 

Secure State – remember on VTL0 and VTL1 from Windows 10/11) where from EL0 to EL2 levels the 

processor can be in Secure or Non-secure state: 

 

▪ EL0: run user-mode applications (least privileged). 

▪ EL1: run kernel driver and OS kernel in general and it is more privileged from EL0. 

▪ EL2: run hypervisors. 

▪ EL3: Trusted Zone Extension (always in Secure State).  

 

▪ In the Secure State, there are four levels (S.EL0 to S.EL3), and components such Trusted Services 

and Trusted OS. Furthermore, the Trusted Zone concepts have been extended on Armv9-A with 

the introduction of Realm Management Extension (RME). Excellent references follow:  

 

▪ (Trusted Zone): https://developer.arm.com/documentation/102418/0101/What-is-

TrustZone-  

▪ Real Management Extension: 

https://developer.arm.com/documentation/den0126/0100/Overview 

 

▪ Registers X0 to X31: they are general purpose registers, which a few of them are explained below. 

▪ Registers X0 to X7: they are used for routines’ arguments, and similar to x86/x64, X0 (or X0 + X1) is 

used for returning data from a called routine. If a routine/function has more than eight arguments, 

the remaining arguments go to the stack.  

https://developer.arm.com/documentation/ddi0487/latest/
https://developer.arm.com/documentation/102418/0101/What-is-TrustZone-
https://developer.arm.com/documentation/102418/0101/What-is-TrustZone-
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▪ Registers X8 to X18: they are used as general-purpose registers, and they can contain variables. In 

particular, the registers X8 might be used to pass the address location of an indirect result as 

happens when the function handles structures.  

▪ Registers x9 to X15: they are caller-saved registers (known as scratch registers or temporary 

registers), which could keep values to be used over function calls as local variables.  

▪ Registers X16 and X17: they are known as intra-procedure call scratch registers, which are used as 

temporary locations that stores value returned by a routine to be used in other routine. In macOS, 

X16 is used for holding the system call number while executing the svc instruction.  

▪ Registers X19 to X28: they are used for keeping callee-saved registers, which must be restored 

before the callee function returns to the caller function.  

▪ Register X29: it contains the frame pointer, which is used to track the stack frame. 

▪ Register X30: it holds the Link Register (LR), which contains the return address of the function 

during BL or BLR instruction execution.  Thus, the return (ret) instruction will jump to the return 

address stored in this register.  

▪ Register SP: it is the stack pointer, which always points to the top of the stack.  

▪ Register PC: it is the program counter, which contains the address of the next instruction.  

▪ There are other distinct types of registers, like system registers (known as Special-Purpose 

Registers – SPRs) and floating-point registers, but they are out of the coverage of this article. 

▪ About ARM registers, there are useful additional resources: 

 

o Microsoft: https://learn.microsoft.com/en-us/cpp/build/arm64-windows-abi-

conventions?view=msvc-170  

o ARM (a nice image): https://documentation-

service.arm.com/static/5fbd26f271eff94ef49c7018?token=  

 

▪ The most used instructions are: 

 

▪ ldr: loads register.  

▪ str: stores register. 

▪ ror <register 1>, <register 2>, #<value>: rotate right. 

▪ lsl | lsr < register 1>, <register 2>, #<value>: logical shift left and right. 

▪ asr <register 1>, <register 2>, #<value>: arithmetic shift right. 

▪ cmp <register 1> <register 2> | #<value>: compares two values and update necessary flags 

from CPSR (Current Program Status Register). 

▪ b <label>: branches instruction (go/jump to a label/address).  

▪ bl <label>: copies the address of the next instruction into register X30 before branching to 

the label (address). This instruction is used to call routines.  

▪ br <register>: branches to address provided by register. 

▪ brl <register>: branches to address provided by the referred register, and store/save the 

address of the next instruction into register X30.  

▪ bqe <label>: branch (jump) to label if equal (zero flag == 1). 

▪ bne <label>: branch (jump) to label if not equal (zero flag == 0). 

▪ mov: moves value from one register to another one.  

▪ adr <register>, expression:  loads a relative address into a register.  

https://learn.microsoft.com/en-us/cpp/build/arm64-windows-abi-conventions?view=msvc-170
https://learn.microsoft.com/en-us/cpp/build/arm64-windows-abi-conventions?view=msvc-170
https://documentation-service.arm.com/static/5fbd26f271eff94ef49c7018?token=
https://documentation-service.arm.com/static/5fbd26f271eff94ef49c7018?token=
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▪ stp <register 1> <register 2> [SP | X## register]: stores register 1 and register 2 to the 

memory address given by SP and SP+8, respectively. The memory address could be 

indicated by a general-purpose X## register. This instruction is used in the prologue of a 

function.  

▪ ldp <register 1> <register 2> [SP | X## register]: basically, this instruction makes the 

opposite action, bringing values from SP and SP+8 to register 1 and register 2, respectively. 

The memory address could be indicated by a general-purpose X## register.  This instruction 

is usually used in an epilogue of a function.  

Therefore, the ARM64 calling convention shows the following characteristics: 

▪ First 8 arguments passed in X0 to x7 registers. 

▪ The returned value from routines goes to X0 register.  

▪ The remaining arguments are passed into the stack. 

▪ The prologue involves the X29 register (frame pointer).  

▪ The epilog releases local variables (using manipulating the stack by using an add instruction), 

restores the link register (X30) and the frame pointer (X29), and returns to the caller function.   

While calling Object-C functions, readers will notice that registers mentioned in this section will be used as 

predicted. For example,  objc_msgSend( ) function uses X0 as a self-pointer to the object instance, X1 as 

the selector of the applied method, while arguments go to the remaining and expected X## registers.  

A valid note is that Swift programming language presents another calling convention, which can be read 

on: 

▪ https://github.com/apple/swift/blob/main/docs/ABI/CallConvSummary.rst 

▪ https://github.com/apple/swift/blob/main/docs/ABI/CallingConvention.rst 

I will not be discussing pre-indexed addresses and post-indexed addresses aspects that are involved with 

load and store operation. No doubt, it is more productive to explain these concepts and instruction cases 

when and whether it is necessary.  

Eventually the presented information is enough to continue reading next sections. Again: readers must 

read the official ARM documentation to get the complete and full picture of ARM processor and ARM 

assembly. ARM documentation is an indispensable and unique resource.  

8. Reversing 

 

Before proceeding, it is opportune to clear that there are several key concepts associated with iOS/macOS 

architecture and security, as well different protections against attacks and exploitation that I could 

mention here, but I chose to move these topics to an article of Exploit Reversing series, which can be more 

useful for your next steps in vulnerability research. I have to confess that, for several moments, I was keen 

on doing it, but they make part of a different context, and it is better not to mix them up. Therefore, this 

article is focused only on an introduction on malware analysis for macOS/iOS binaries.   

 

As we will reverse code using IDA Pro,  searching for eventual plugins related to macOS and, in specific, 

Objective-C or Swift languages could be interesting for specific situations.   

https://github.com/apple/swift/blob/main/docs/ABI/CallConvSummary.rst
https://github.com/apple/swift/blob/main/docs/ABI/CallingConvention.rst
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In general contexts, IDA Pro does an excellent job in recognizing several types and functions while 

reversing macOS binaries, and we will not need any extra support in most cases. However, learning about 

external plugins could be useful in particular different contexts. 

 

There are multiples places where plugins are available, but for now let us focus on few repositories: 

 

▪ https://vmallet.github.io/ida-plugins/ 

▪ https://plugins.hex-rays.com/  

 

From mentioned websites, readers might try plugins such as REobjc (https://github.com/duo-

labs/idapython). At moment that I am writing, this plugin is only applicable to x64, which is not useful to  

macOS systems running on Apple Silicon (ARM64) and the project seems to be abandoned. Of course, 

there are many macOS systems running on Intel processors and the number of malware threats to this kind 

of platform is really high. There are other plugins that could help us during reverse tasks, and one of them 

will be presented later to add further support to the analysis.  

 

Only refreshing what we saw within the example binary: 

 

 
[Figures 42]: Retrieving library and page’s information 

https://vmallet.github.io/ida-plugins/
https://plugins.hex-rays.com/
https://github.com/duo-labs/idapython
https://github.com/duo-labs/idapython
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According to the previous image, we can observe that application does not use any special library, and 

even pagestuff, which is a  Mach-O file page analysis tool that aims to present information about logical 

pages, does not show anything else besides Object-C artifacts. Anyway, as refresh about involved 

frameworks, we have that: 

 

▪ Core Graphics: it provides 2D rendering, and it is used for drawing, image creation,  

transformations,  data management, and even PDF document creation, display and parsing.  

▪ Mobile Core Services: it uses UTI (uniform type identified) information to create and manipulate 

data that can be exchanged between applications. It has been renamed to Core Services, which 

interact, access, and manage operating systems services.  

▪ Security: it is used to establish authentication and authorization, secure data, code signing and 

cryptography.  

▪ System Configuration: it provides applications with access to device’s network configuration 

setting, and other information on Wi-Fi and cell connectivity.  

▪ Foundation: it allows the application to access iOS services, collections, and data types, and serves 

as base layer for storage, persistence, filtering and even networking.  

▪ Address Book: it provides a centralized database containing contacts and other personal 

information.  

▪ Core: it provides persistence and data synchronization. 

▪ Core Foundation: it provides low-level functions, services, primitive and collection types to 

applications.  

▪ UI Kit: it provides graphical resources for managing to build and implement an event-driven User 

Interface (UI). 

 

Readers interested in learning further details might want to check what information about symbols, which 

are resolved by the dyld, are available before reversing the code to understand what and when libraries 

are expected. The following command shows up a view:  

 

 
 

[Figures 43]: Retrieving information about libraries 

 

To refresh a few concepts: 

 

▪ Bind Info: it refers to symbols that must be bound at application loading time.  

▪ Lazy Info: it refers to symbols that must be bound on the first usage.  

▪ Weak Info: it is a kind of symbol that its linkage might fail without causing any series issue.   

 

As we there is any Weak information associated with this binary, we can verify information from other two 

types of symbols by running: 
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[Figures 44]: Bind and Lazy Bind symbol information 

 

Moving forward a bit more, readers even to examine the symbol binding order of this malicious binary by 

executing:  

 

 
 

[Figures 45]: Examining symbol binding order 

 

v 
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Functions and frameworks are showed in the previous output, but if there were only address then we  

should check respective names by using the following command: 

 

 
[Figures 46]: Memory pages with associated symbols 

 

We will usually find the objc_msgSend( ) function that is used when the compiler finds a method call from 

a defined class, and which is responsible for sending a message containing a return value to an instance 

class. This function has three parameters: 

 

▪ self: a pointer to the instance of the classes that it is to receive the message. 

▪ op: the selector of the method that manages the message. 

▪ …: a variable argument list that contains respective arguments to the method.  

 

The term selector might not be well known to all people, but it represents a name of a method to be 

called in runtime, which also has been mapped by the Objective-C runtime. The idea proposed by 
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objc_msgSend( ) is that the provided selector acts like an index in a class dispatch table (similar to a 

driver’s dispatch table on Windows), and each entry holds a pointer to its respective implementation. 

Certainly, this is not the most precise definition, but it definitely helps readers to understand the context. 

Using a debugger as LLDB, you can follow objc_msgSend calls by setting a breakpoint (b objc_msgSend or 

br s -a <address of objc_msgSend>), and observe its three parameters (x0, x1 and x2) through a 

combination of register read, po (po $x0) and x/s (x/s $x0) commands. We could proceed to open the 

sample on IDA Pro but might be rewarding to do a quick triage using Radare2 to collect artifacts. To install 

Radare2 on macOS run the following command: 

 

▪ git clone https://github.com/radareorg/radare2 

▪ cd radare2 ; sys/install.sh 

 

There are many different ways to start the triage, and one of paths is to run:  

 

▪ r2 -e emu.str=true -e bin.relocs.apply=true photographDemo_arm64 

 

First step is to do an analysis of the binary and retrieve a few strings from it: 

 

 
[Figures 47]: Starting Radare2 analysis and collecting strings related to URLs. 

 

Obviously, the highlighted URL seems to be suspicious, and we should check it:  

https://github.com/radareorg/radare2
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[Figures 48]: Checking found URL 

 

As there are positive detections (and companies responsible for such detections), this URL or domain can 

be involved with something strange. Returning to Radare2, next step is to list present sections: 

 

 
[Figures 49]: Binary sections 

 

Malware can and usually includes compressed, encoded, or encrypted data, and it would be interesting to 

collect the entropy of each section by adding the “entropy” word to the command above:  
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[Figures 50]: Sections with entropy 

If readers want to recheck information as binary’s headers that we presented previously, they can run: 

 

  
[Figures 51]: Sections with entropy 

You can realize that there is not anything related to Swift, which we could have used iS~swift command to 

reach the same conclusion. Getting list of classes and methods is also quick: 
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[Figures 52]: Classes and methods (truncated list) 

 

As both lists are long, it is not possible to spot anything in special from them, but readers can use keywords 

such as http, username, upload, download, key, keychain, password, for narrowing an eventual search for 

useful methods, as shown below:  

 

 
[Figures 53]: Selected methods (truncated list) 

 



https://exploitreversing.com 

 

42 | P a g e  
 

 
[Figures 54]: Selected strings 

 

There are many other strings that might be useful for revealing a bit more about the malware’s profile:  

 

 
[Figures 55]: Searching for keywords 

 

To sort main 20 functions, first in regular order and then by the number of calls, try: 
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[Figures 56]: Listing functions (we could have used something like afll~[0,10-15] | sort -k2 -nr | head -20) 

 

Of course, readers could continue their analysis using Radare2 by disassembling code as shown below: 

 

 
[Figures 57]: Entry point disassembly (only a few lines) 

 

We are not going to continue using Radare2 because the main goal was only getting a quick view of the 

code and looking around for anything interesting, and we have got the first artifacts. Let us move on. 
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Finally, another good option to collect information from the binary is disarm tool, which is a kind of 

lightweight and, for specific contexts, better version of jtool2, mainly for ARM64, and that can be 

downloaded from https://newosxbook.com/tools/disarm.tar. 

 

 

 
 

[Figures 58]: Using disarm tool to collect general information and signature from a binary 

 

As readers have noticed, disarm tool shows similar information which we have already collected using 

other tools such as otool and jtool2, but it offers a better approach to do the job in some opportunities.    
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[Figures 59]: Disassembling, collecting strings used as arguments and other ones containing “http” 

 

Of course, disarm and jtool2 are not complete tools that can be used for reverse engineering and even 

analyzing code, but they are enough for multiple scenarios when we need to spot and understand short 

pieces of code. Additionally, they are extremely useful when we need to examine the kernelcache file, 

which will be covered in another opportunity.  
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Open the fat-binary sample on IDA Pro, it detects the provided sample is a fat Mach-O file containing both 

ARM64 and ARMv7 then pick up any option, and in our case, we will keep our line by choosing ARM64: 

 

 
 

[Figures 60]: IDA Pro: choosing binary architecture 

 

Soon we proceed with our analysis, IDA Pro detects Object-C structures and prompts for parsing them and 

renaming methods, so we must click Yes.  

 

 
[Figures 61]: IDA Pro: automatic Objective-C structures detection and parsing 

 

As the same way we did in previous articles, go to File | Produce File | Create C File… and generated a 

decompiled version of the binary. Afterwards, if readers want, put Assembly view and Pseudo Code view 

synchronized side by side.  

 

The first function (start) presents the following Assembly and pseudo code view: 
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[Figures 62]: IDA Pro: Assembly view of the entry function (start) 

 

 
 

[Figures 63]: IDA Pro: Pseudo code view of the entry function (start) 

 

IDA Pro provides the best possible representation, including comments. Nonetheless, even it always tries 

to do its best, readers must always pay attention and check whether the equivalence between the ARM 

assembly and the respective pseudo code is correct because I have already had issues due to attacker anti-

disassembly manipulations.  
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Additionally, even though we are analyzing this binary, it would be strongly recommended to analyze it  

using a debugger too, mainly whether you have unanswered questions and even uncertainty about any 

information resulting from your analysis using IDA Pro. As you might expect, if you are debugging a binary, 

there are multiple tricks used by threats to prevent you attaching a debugger, hide the real entry point, 

continue the debugging process and other ones. Now let us proceed with a short static analysis.  

 

I do not have any plan to analyze many lines of code as I did in my previous articles because it would 

produce an extensive article without obtaining a proportional effect for readers.  In the start routine, at its 

first lines, we see a bunch of calls related to the memory management system, and there is related 

function named objc_autoreleasePoolPush( ) that creates a new autorelease pool (it stores objects that 

have received a retain message and that will be released later with an autorelease message when the pool 

is drained). At the end of the start routine, there is an objc_autoreleasePoolPop( ), which releases all 

objects added to the autorelease pool and also any autorelease pools it encloses. (0x0002F3D4 or line 12 

on Pseudo-Code). To simplify the explanation, all functions are related to memory management system 

(NSAutoreleasePool class, from Object Runtime) that takes care of memory allocation and deallocation 

automatically, improving efficiency.  

 

Moving on, we have to start from somewhere (as usual), and there are many system or library imports, 

which provide you with a valid reference about non-interesting routines, at least for the first approach:  

 

 

[Figures 64]: IDA Pro: Imported functions 
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While analyzing macOS/iOS binaries, readers will see distinct functions in Objective-C and Swift, and a 

syntax that might not be easy to understand. Of course, I will not explain Objective-C here (related to our 

sample), but can be useful to leave a few notes: 

 

▪ In Objective-C, there are concepts of classes, objects, and methods. For a class or instance to 

execute an action, it receives a message, and this class or instance is known as receiver, and readers 

will see something like [ <receiver> message ].  

 

▪ For example, to allocate, initialize and release a pool, we see something like: 

 

▪ NSAutoreleasePool *ourpool = [[NSAutoreleasePool alloc] init]; 

▪ [ourpool release];  

 

▪ As we can realize, first we allocate “ourpool” (receiver) then we initialize it by sending a message to 

NSAutoreleasePool class or, in other words, asked NSAutoreleasePool class to apply the alloc 

method. Actually, everything works as a sequence of messages or actions, and soon after invoking 

the alloc method against NSAutoreleasePool class, the init method is also applied (sent) to the 

same class. 

 

▪ At the same way, we release the ourpool (receiver) by sending a message to it (instance). If we use 

ARC (Automatic Reference Counting), we should use an @autoreleasepool block, but it makes part 

of another topic.  

 

▪ Classes and respective methods are described within a @interface section as well as an 

@implementation section describing instance variables and implementation of such methods that 

are declared inside the @interface section. The syntax of the interface section is @interface Class: 

ParentClass, which works a class declaration. Within this declaration (terminated by a @end 

marker) we will see a series of declared methods and properties (@property directive), and such 

properties are accessed by using instance.property syntax.  

 

▪ In most of the code, readers will see the following notation, where data_type can be void, int, 

double, NSObject, NSArray, and so on, and method_name is, obviously, the name of method: 

 

o – (data_type) method_name 

o + (data_type) method_name 

 

▪ The difference between “-“ and “+” signs is that minus (“-“) determines a method instance while 

plus (“+”) determines a class method, which performs operations using the class objects itself.  

 

▪ The data_type is the type of value returned by the method. 

 

▪ Arguments could be declared using the following syntax: 

 

o – (return_data_type) method_name: (data_type_1) arg1  (data_type_2) arg2 
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▪ Although I have shown, arguments can be named by prefixing the argument with the respective 

name (ex: FirstArgument): 

 

o – (return_data_type) method_name: FirstArgument:(data_type_1) arg1; 

   

▪ If we see something like  Class_Name *method_name, so it does means that method_name holds 

a reference/pointer to a class.  

 

▪ Another possible notation that certainly will appear in reversed code is something similar to:  

 

o (id) __cdecl – [Class_Name method:](class_name_1 *self, int *a2) 

 

▪ Readers already known almost everything that is represented above, except a few details: 

 

o id is a special keyword that can be used for representing objects from any class (actually, it 

is a pointer), and it is extremely useful when such a referred object is determined only in 

runtime (dynamic typing). 

o –[Class_Name method] represents an instance method.   

o class_name_1 *self: the first parameter represents an object of type class_name_1 that will 

be received (or applied) as first argument of this method (remember *this from C++, and 

readers will have a parallel). 

o int *a2: the second parameter (a2) is an integer pointer.  

  

▪ We will also find the following method’s signature multiple times: 

 

o (id) __cdecl –[Class_Name method:](class_name_1 *self, SEL a2, int *a3) 

 

▪ The presented construction is similar to the previous one, but the second argument (SEL a2) is a 

selector (actually, a compiled selector), which represents a method name (not its implementation), 

and it is used to invoke a method on an object.  

 

▪ The other two concepts that can help you to get a better understanding of the resulting reversed 

code are protocol (@protocol directive) and delegation. In a few words, protocol is a list of 

methods that is shared among classes, but such methods do not have an associated  

implementation, so some of them must be implemented, and other ones can be optionally 

implemented (probably readers will remember on something similar to virtual methods in C++). In 

terms of Objective-C, we will see the following a declaration similar to this one, for example:  

@protocol  ERSeries 
-  (NSString*) erGetName: (NSUInteger) aliasReference;   
@required 
-  (NSString*) erCopyName: (NSUInteger) inputText; 
@optional 
-  (NSString*) erDupName: (NSUInteger) sourceName; 
@end 
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▪ From the code that we have just shown ,  observations follow: 
 

o Obviously, methods under the @required directive must be implemented by the class that 
conforms to the protocol, and the method under @optional may, and is not required, be 
implemented by the class adopting the ERSeries protocol .  

o Methods declared without any directive are required by default.  
o All presented methods return a NSString* type, and all of them have only one argument, 

whose type is NSUInteger.                                                                   
 

▪ In the represented case, readers will see a line of code that includes a similar syntax to indicate that 

a class adopts the previous protocol: 

 

o @interface ERClass: NSObject <ERSeries> 

 

▪ As we can see, we are declaring a class named ERClass. An instance of ERClass has as parent 

(inherits from) NSObject class, and it adopts all methods declared in the ERProtocol.  Any instance 

of ERClass will respond to the methods declared  in the own interface (class) and, additionally, 

ERClass must provide implementation for each required method in ERSeries.  

 

▪ Once readers have learned about protocol, delegation concept comes automatically because the 

class that is defining the protocol is the delegating class and the class that implements the required 

methods from the protocol is the delegate class. In our example, ERClass is the delegate class.  

 

▪ From Figure 63, we see an AppDelegate class, which is a protocol that I referred to as “delegate” in 

the prior note, may have a series of methods and usually establishes a kind of communication with 

other parts of the code by handling notifications and state when the application’s state is changed 

by starting or stopping it, for example. At the end of the day, the delegate performs a task given for 

some other code.  

 

▪ To explain objc_retainAutoreleasedReturnValue method, we need to refresh the concept about 

sending a retain message to an object, which means to take the ownership of such object, and the 

goal is that the called method “assumes” the responsibility for memory managing of the referred 

object.  

 

▪ Actually, the obj_retain( ) method performs a retain operation in a similar way to an object that 

receives a retain message. This method is used when an attribute is a pointer to an object and once 

the method is called. it adds a retain count (increases the reference count) to this object and, 

consequently, it occupies memory inside an autorelease pool. Thus, the retain operation increased 

the retain count of an object and, at the same time, also assumes the ownership of such an object.  

 

▪ The autorelease pool is a way to store objects that will receive a release message when the pool is 

drained (deallocated) through an autorelease message. In other words, an effective approach to 

release memory. We should remember that in a reference-counted environment, drain message 

has the same effect as a release message. However, in a garbage-collected environment, a drain 

method triggers a garbage collection operation, while the release message does not.   
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▪ From this point, we can mention that objc_autoreleaseReturnValue hands off the ownership of a 

retain count, which refers to an object, to a call like objc_retainAutoreleasedReturnValue. In other 

words, it is passing the responsibility of the retain count on an object to another method.  

 

▪ Therefore, the  objc_retainAutoreleasedReturnValue( ) accepts the mentioned retain count 

handed off by objc_autoreleaseReturnValue, whose logical proposal is to check whether 

instructions from a caller method really calls objc_autoreleaseReturn, which should confirm that 

the returned value is the same one from thread local storage (thus, it has a saved-copy) and, 

whether it is not then the value has been auto-released (objc_autoreleaseReturnValue was not 

called after the return) and it should be retained once again to be appropriately handled.  At the 

end, the ultimate goal is managing the reference count, which is essential to manage when an 

object can be freed from memory, avoiding memory leakage, or even dangling pointers.  

 

▪ If readers analyze figure 63, you will notice that objc_autorelease takes as argument exactly the 

return of objc_retainAutoreleasedReturnValue method. Thus, this method protects (retains) an 

autoreleased object from being released due to a pool drain operation, making sure that the 

memory is really valid on every instruction involving the object.  

 

▪ Finally, readers should not make confusion between objc_retainAutoreleaseReturnValue and 

objc_retainAutoreleasedReturnValue (with “d”). The former performs a retain operation followed 

by and objc_autoreleaseReturnValue, which the latter accepts the hand-off of a retain count from 

a call to objc_autoreleaseReturnValue.  

 

▪ All these memory management operations (retain, release and autorelease) are added by the 

compiler when ARC (Automatic Reference Counting) option, which is a memory management 

option for Objective-C (provided by the Clang compiler), is enabled. Therefore, readers should not 

be concerned with these operations during the analysis of the reversed code.  

 

These short and basic notes on Objective-C do not aim to replace a decent study on Objective-C, and it is 

certainly incomplete, but help to gain a first comprehension on part of the reversed code.   

Returning to the code from figure 62, and based on the previous short refresh about ARM Assembly, the 

following observations follow: 

 

▪ In the prologue, through multiple STP instructions, registers X22, X21, X20, X19, X29 and X30 

(addresses 0x10002F374 to 0x10002F37C) are saved, and in the epilogue, they are restored through 

multiple LDP instructions (addresses 0x10002F3E4 to 0x10002F3EC) before the function returns to 

caller function.  

 

▪ At addresses 0x100002F384 and 0x100002F388 X19 and X20 registers are overwritten by 

arguments X1 (argv) and X0 (argc), which are kept saved and will be used later.  

 

▪ At 0x100002F380 the saved pointer (X29) is updated by an addition of the stack pointer (SP) + 0x20, 

which represents a stack reservation.  
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▪ At 0x100002F38C a BL (branch and link) instruction is used to call _objc_autoreleasePoolPush 

method. The same instruction will be used for calling other methods along the start function such 

as _objc_msgSend, _NSStringFromClass, _objc_retainAutoreleasedReturnValue, 

_UIApplicationMain, _objc_release and _objc_autoreleasePoolPop. 

 

▪ At 0x10002F394 readers also find a series of NOP (no-operation -- it does nothing) instructions. 

Another NOP instruction is found at 0x100002F39C.  

 

▪ At 0x10002F398 a LDR instruction loads the pointer of the delegate class into X0 register. A similar 

semantics occurs at address 0x100002F3A0.  

 

▪ At address 0x100002F3AC, there is curious MOV X29, X29 instruction, which is equivalent to a NOP 

instruction, and it is inserted by the compiler to indicate that the control flow can be optimized. 

 

▪ At addresses 0x10002F3B8 to 0x10002F3C4 we see a series of MOV instructions are used to load 

four arguments into X0 to X3. The same approach is used to other similar cases where a method is 

called, as readers can notice in the next lines.   

 

We had already explained this same piece of code from the pseudo-code point of view, but these 

observations can help you to understand a bit more about ARM64, and also serve as an application of 

learned concepts from seventh section. 

 

Returning to IDA, probably an interesting point now that we have just review a few points about Objective-

C is that there is an option to configure the Objective-C behavior inside IDA by navigating to File | Plugins | 

Objective-C Options: 

 

 

     [Figures 65]: IDA Pro: Objective-C options 
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Actually, at this point, there is not any advantage or requirement in changing the presented options, but 

eventually the strange option could be “Lazy mode”, which only disables Objective-C analysis at load time. 

Eventually it would be more attractive for readers to quickly examine more specific options in Edit | Other 

| Objective-C sub-menu: 

 

  

[Figures 66]: IDA Pro: Other Objective-C options 

In most cases for malware analysis readers will not need to use these options, but sometimes IDA can have 

problems in recognizing information in a determined segment, and an address is shown in red. In this case, 

try to pick up Edit | Other | Objective-C | Reload Objective-C info and then go to the problematic 

function. If it does not work, try to right click the red address, reload the segment, and repeat the choice 

Edit | Other | Objective-C | Reload Objective-C info.  As IDA could not have all types and functions 

definitions for Objective-C binary analysis, and as mentioned previously, there is a good project 

(https://github.com/PoomSmart/IDAObjcTypes) that could help (any help is always welcome):  

 

▪ git clone https://github.com/PoomSmart/IDAObjcTypes 

▪ cd IDAObjcTypes 

▪ cp IDA.til “Applications/IDA Pro 8.4/idabin/til” 

▪ cp IDA32.til “Applications/IDA Pro 8.4/idabin/til” 

▪ Go to View | Open Subviews | Type Libraries 

▪ Right click and pick up Load Type Library 

▪ Select IDA or IDA32 (depends on the sample) 

https://github.com/PoomSmart/IDAObjcTypes
https://github.com/PoomSmart/IDAObjcTypes
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[Figures 67]: IDA Pro: adding a new Type Library 

 

[Figures 68]: IDA Pro: presented type Libraries 

Go to Edit | Other | Objective-C | Reload Objective-C info to apply the new definitions because, according 

to my experience, any help might be welcome when analyzing macOS and, mainly, iOS code: 

 

 

[Figures 69]: baseRequest method 
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There are many lines of code and, as expected, dozens of ARM instructions that are responsible for 

managing memory. We can ignore such ARC instructions and focus on a few lines of code: 

 

▪ line 01: it is an instance method (pay attention to the minus signal), which has access to instance 

variables, as expected.  

 

▪ line 02: the *self argument refers to an object, which will be the receiver of the message, which will 

be invoking this method.  

 

▪ line 03: as mentioned previously, SEL is the selector used to point to a method’s name, and that 

might be used as a kind of identifier (or even a place holder) the replaces the real name when the 

code is compiled. This approach allows the usage of methods with same named and different 

classes that could be invoked (dynamic binding and polymorphism).  

 

▪ lines 13 to 15: the retain method, which we have also explained, is used to increase the reference 

count of the receiver (an object), which causes a direct effect on the object’s memory management 

and prevents it of being deallocated until it is no longer used. As readers could infer, such an object 

will be deallocated (freed) when its reference counts reach zero.  

 

▪ line 16: the AFNetworkReachabilityManager class is responsible for monitoring the reachability of 

IP addresses and domains. We can also notice that sharedManager is a class method due to the 

“plus” (+) signal.  

 

▪ line 17: the msgSend method sends a message (the method’s information) containing the return 

value to an instance of a class, which is represented by v13 variable (receiver). Therefore, the 

networkReachabilityStatus method is called, and this method is used to check possible statuses 

such as NotReachable, ReachableViaWAN, ReachableViaWiFi or even Unknown status. 

 

▪ line 22: the standardUserDefaults method, from NSUserDefaults class, is used to read the default 

user’s preference.  

 

▪ line 23: the objectForKey method returns the value associated with the “server” key. The CSSTR 

macro is used to create an immutable string from a string provided during compile-time.   

 

▪ line 24: the stringByAppendingString method returns a new string by appending the provide string 

(the own URL) to the receiver.  

 

▪ line 28: the dataWithJSONObject method returns formatted JSON data from an object.  

 

▪ line 35: the initWithData method returns a string, which is a JSON data, converting it to Unicode 

(NSUTF8StringEncoding==4).  

 

▪ line 36: AFURLSessionManager class provides methods to create and manage NSURLSession 

objects used for network transfers (download or uploads).  
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▪ line 38:  objects from the NSURLSessionConfiguration class define criterias, policies and behavior 

during upload and download tasks. Furthermore, the defaultSessionConfiguration method uses 

cache or file system as persistence method, and stores credentials into user’s keychain.  

 

▪ line 40:  while the AFURLSessionManager is used to create and manage NSURLSession objects, the 

NSURLSessionConfiguration object provides the behavior and eventual policies that will be used 

during uploading or downloading tasks, so initWithSessionConfiguration method is only its 

constructor.  

 

▪ lines 43 to 46:  The response body is validated and (de)serialized in a subclass method that 

implements AFHTTPResponseSerializer base class.  The AFJSONRequestSerializer class provides 

class methods to set up the body’s format (Content-Type: application/json). 

We noticed that there is a lengthy list of Objective-C functions being used, but nothing is really out of the 

approach of interpreting the sequence of methods being called and their respective classes. There is a 

second part of this same function, but I have opted not to show it here because it would be a redundancy 

of the analyzed code. If we try to focus on another function, like the one shown below, readers can analyze 

it easily because there is nothing different and coincidently the same classes and methods are being used, 

and I do not need  breakout of such code, but certainly readers can repeat a similar analysis:  

 

[Figures 70]: getToken method 
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In terms of static analysis, I do not have further details to mention in this simplified introduction and 

anything else would certainly extend this article beyond a reasonable limit. 

9. Debugging  
 

Although we will not do dynamic analysis of the malware, I want to show you how to set up a minimal 

environment whether you want or need to do it. Everything depends on the platform and processor which 

the malicious binary will run, and you will need a running macOS system. As it is a malicious program, a 

virtual machine is recommended, and there are virtualization programs that are appropriate to create and 

run such virtual machines such as Parallels (https://www.parallels.com/products/desktop/pro/), VMware 

Fusion, UTM and other ones.  During the steps below I am debugging a non-malicious program (disarm) 

using IDA Pro 8.4 (the current version at the time I am drafting this article), but an identical configuration 

and procedure can be used for malicious binaries too.  

IDA Pro is not code-signed and, unless you run it as root user, you are going to fail to debug an application 

using a local version of the debugger.  The solution, which is the best one by far, is to use the IDA debug 

server and effectively debug the application using Remote ARM Mac OS Debugger (my chosen target  runs 

on ARM), as shown below:  

 

 

[Figures 71]: running IDA debugger server 

https://www.parallels.com/products/desktop/pro/
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We can realize that there are different versions of IDA debugger server for Android, Linux, MacOS and 

Windows (all of them ported to multiple platforms), which are available on “/Application/IDA Pro 

8.4/idabin/dbgsrv”.   

 

The IDA debug server is code-signed and, once it is executed, it enters in listening mode on port 23946 (it 

could be changed). As I am debugging a regular application located at my home directory, it will not be a 

problem.  

 

However, if you try to debug a system application (/System/Applications or similar), you will receive a 

failure because system applications cannot be debugged while SIP (System Integrity Protection) is 

enabled, and to disable SIP you must: 

 

1. Reboot the macOS system in Recovery Mode.  

2. Launch the terminal from the Utilities menu. 

3. Execute: csrutil disable  

4. Reboot the macOS system.  

 

For steps to reboot macOS in recovery mode, check this reference: https://support.apple.com/en-

us/102518 . 

 

Therefore, open the target application on IDA, go to the entry point and set up a break point. Once it has 

been done, you must choose the debugger by navigating to menu Debugger | Switch Debugger, as shown 

in the next figure: 

 

 

[Figures 72]: Choosing the IDA debugger 

Once this step has been done, go to menu Debugger | Process options and set Hostname as localhost:  

https://support.apple.com/en-us/102518
https://support.apple.com/en-us/102518
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[Figures 73]: Setting debugger process options 

Run the debugger from menu Debugger | Start process: 

 

 

[Figures 74]: Running debugging session 
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An important note is that trying to run non-signed applications might be blocked by GateKeeper and, that 

has happened with disarm tool shown above. Thus, I needed executing xattr -d com.apple.quarantine 

disarm.AAPLSi to get it running. If everything was set up correctly, do not forget to set up a breakpoint on 

the entry point and launch the process as explained. 

 

10. References 

 

A brief list of references, which could be interesting to check and get further details on the mentioned 

topics follows below: 

 

▪ Apple security documentation 1: https://developer.apple.com/documentation/security 

▪ Apple security documentation 2: https://security.apple.com/ 

▪ DER format: https://docs.fileformat.com/web/der/  

▪ How to convert a certificate into the appropriate format: 

https://knowledge.digicert.com/solution/SO26449.html  

▪ Inside code signing provisioning profiles: 

https://developer.apple.com/documentation/technotes/tn3125-inside-code-signing-provisioning-

profiles  

▪ macOS Code Signing in Depth: 

https://developer.apple.com/library/archive/technotes/tn2206/_index.html  

▪ Code Signing Guide: 

https://developer.apple.com/library/archive/documentation/Security/Conceptual/CodeSigningGui

de/Introduction/Introduction.html  

▪ Programming with Objective-C: 

https://developer.apple.com/library/archive/documentation/Cocoa/Conceptual/ProgrammingWith

ObjectiveC/Introduction/Introduction.html  

▪ Apple Silicon: https://developer.apple.com/documentation/apple-silicon  

▪ ARC: https://angelolloqui.com/blog/21-ARC-I-Introduction-to-ARC-and-how-it-works-internally 

▪ ARC: https://angelolloqui.com/blog/22-ARC-II-Advantages-drawbacks-and-false-myths 

▪ ARC: https://angelolloqui.com/blog/23-ARC-III-ARC-Optimizations 

▪ Friday Q&A 2014-05-09: When an Autorelease Isn't: https://www.mikeash.com/pyblog/friday-qa-

2014-05-09-when-an-autorelease-isnt.html 

▪ Objective-C Automatic Reference Counting (ARC): 

https://clang.llvm.org/docs/AutomaticReferenceCounting.html 

▪ Arm Assembly language: https://developer.arm.com/documentation/107829/0200/Assembly-

language-basics  

▪ Arm Architecture Reference Manual for A-profile architecture:  

https://developer.arm.com/documentation/ddi0487/latest/ 

▪ Disabling and Enabling System Integrity Protection: 

https://developer.apple.com/documentation/security/disabling_and_enabling_system_integrity_p

rotection  
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11. Conclusion 

 

This article offers an introduction to macOS/iOS malware analysis, which is a quite extensive topic, and 

certainly would deserve further sections dissecting the binary in detail, but I have chosen to keep the 

analysis shorter than would be possible to avoid make the article longer than reasonable.   

I hope this article can encourage you to keep learning and, when it is possible, to write your own articles to 

help other professionals, and remember that each person has a unique perspective of the information 

security world, and none of them are wrong. Although I work in a different area these days, I had promised 

I would finish this series, so I hope I can do it.   

If you need some advice, the mine is:   

“Follow your heart and do what you are truly enthusiastic about doing, because the only certainty is 

today, and tomorrow is a long way away.” 

Just in case you want to stay connected: 

▪ Twitter: @ale_sp_brazil 

▪ Blog: https://exploitreversing.com 

Keep reversing and I see you at next time! 

Alexandre Borges 

https://exploitreversing.com/
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